
 
2005 BSA/AML RISK ASSESSMENT 

 
PURPOSE:  Formally document the bank’s assessment of its products and services, lines 
of businesses, customer base and geographies where business is conducted.  This 
assessment will be used to insure that the bank establishes and maintains a BSA/AML 
program, complete with systems and controls, commensurate with its risk for money 
laundering activity.  Our ultimate goal is to prevent the bank’s products and services from 
being used to facilitate money laundering and terrorist financing. 
 
 

RECOGNIZING RISK AND MITIGATING RISK FACTORS: 
 
1) Identifying and Monitoring High Risk Entities – Certain types of businesses, 

transactions and geographic locations may lend themselves more readily than others to 
potential criminal activity.   

 
 a)  Businesses: 

 • Nontraditional financial entities, such as: 
  - Currency exchange houses, also known as giros or casas de cambio. 
  - Money transmitters. 
  - Check cashing facilities. 
 • Casinos and card clubs. 
 • Offshore corporations and banks located in tax and/or secrecy havens. 
 • Leather goods stores. 
 • Car, boat, and plane dealerships. 
 • Used automobile or truck dealers and machine parts manufacturers. 
 • Travel agencies. 
 • Brokers/dealers. 
 • Jewel, gem, and precious metal dealers. 
 • Import/export companies. 
 • Auctioneers. 
 • Deposit brokers. 
 • Pawn brokers. 
 • Professional service providers (lawyers, accountants, investment brokers). 
 • Cash-intensive businesses, such as convenience stores, restaurants, retail  
    stores, and parking garages. 
 • Ship, bus, and plane operators. 
 • Telemarketers. 

 
 b) Banking functions and transactions: 

 • Private banking. 
 • Trust departments. 
 • Offshore international activity. 
 • Deposit-taking facilities. 
 • International correspondent banking activity. 
 • Internet banking. 
 • Wire transfers/cash management functions. 
 • Transactions in which the primary beneficiary or counterparty is 
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         undisclosed. 
 • Loan guarantee schemes. 
 • Transactions involving large amounts of traveler’s checks, official bank 
        checks, money orders, and stored value cards. 
 • Pouch activity. 
 • Electronic transactions that permit the rapid movement of currency (e.g., 
    foreign exchange transactions followed by payment into another  
    jurisdiction). 
 • Trade financing transactions with unusual pricing features. 
 

 c) Geographic locations: 
• Countries in which the production or transportation of illegal drugs may be     
   taking place. 
• Bank secrecy havens. 
• Emerging countries that may be seeking hard currency investments. 
• Countries identified in FinCEN advisories. 
• Major money laundering countries and jurisdictions identified in the U.S.  
   Department of State’s annual International Narcotics Control Strategy  
   Report.2 
• Countries identified by the Financial Action Task Force on Money  
   Laundering (FATF) as non-cooperative countries and territories. Countries  
   listed as of 2/18/05: 
 1.  Myanmar     2.  Nauru  3.  Nigeria   
   

  
 
These and other Internet link resources are available on the Compliance Intranet site: 
FATF Non-Cooperative Countries & Territories (NCCT) List: www1.oecd.org/fatf/NCCT_en.htm
FinCEN Advisories: www.treas.gov/fincen
 

 
 
2) Employment Screening - New hires should be screened prior to hiring to insure we 
 know the true identity and past history of our officers and employees. 
 
3) High Employee Turnover – High turnover, especially in key positions, can be a 

critical risk factor.  Stricter internal controls and heightened scrutiny of accounts may 
be required to reduce risk until new hires are thoroughly trained in bank policies and 
procedures. 

 
4) Compensation Plans - Bank compensation plans should not create incentives for 

employees to ignore bank account opening processes or possible suspicious activity. 
Commissions based on the number of new accounts or an increase of managed assets 
may provide an incentive for employees to neglect customer documentation 
requirements or other account opening practices.  Strong internal controls on new 
account documentation can be a mitigating factor to reduce risk. 
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5) Insider Complicity - Employees assigned to higher risk areas of the bank and higher 

risk accounts should be subject to heightened scrutiny. Their accounts should be 
reviewed routinely for any unusual or suspicious activity. Lifestyle vs. salary should be 
emphasized. Tests for insider complicity should also be part of a bank’s audit program. 

 
6) BSA/AML Program - Weaknesses in the bank’s BSA/AML program will directly 

impact the bank’s ability to manage AML risk effectively.  An effective program is 
thorough and changes frequently to keep pace with new criminal trends. 
 
a)  Written BSA/AML Program – BSA/AML policies and procedures must be 

clearly defined for all areas of the bank.  Program must address issues including but 
not limited to: individuals with compliance responsibilities, internal controls,  cash 
tracking and reporting, managing exempt persons, FBARs and other required BSA 
reporting, OFAC (SDN list and countries under sanction), suspicious activity 
reporting, enhanced due diligence account monitoring, USA PATRIOT Act issues 
such as a CIP program, foreign correspondent bank services, information sharing 
procedures and requirements for monitoring government lists.  Program must be 
approved by the bank’s Board of Directors and disseminated to staff. 

 
b)  CIP/KYC Programs - An effective CIP program is an essential element of our risk 

management program.  A well designed and managed CIP process will serve to 
mitigate risks because it will insure that we KNOW OUR CUSTOMER.  

 
c)  Suspicious Activity Program – Employees must be trained to identify and report 

suspicious activity for further investigation.  Individual(s) with SAR filing 
responsibilities must be trained on proper investigative techniques, SAR 
completion, filing, record retention and interaction with law enforcement. 

 
d)  Monitoring High Risk Entities – Program should be in place to monitor accounts 

of customers and accounts identified as high risk.   
 
 Procedures should also be in place to conduct a thorough due diligence review of all 

customers exempted from currency transaction reporting.  Transaction testing is 
critical to a good EDD program.   

 
e)  Training – The BSA/AML officer and support staff must receive ongoing training 

to stay abreast of BSA/AML issues.  Employees should be trained on issues that 
specifically affect their area(s) of responsibility.  Program should clearly define 
training requirements for BSA staff, new hires, and employees.  

 
f)  Independent Testing – A required component of every BSA/AML program. 
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BSA/AML RISK ASSESSMENT 
Bank Name 
                                             
 

Date 
 

 
1.  CUSTOMER BASE 

 

Risk Rating 
 

 
     %    Stable, known customer base. (Low risk.) 
     %    Customer base increasing due to branching or more diverse, transient customer base (such as may exist in banks/branches servicing universities 

and metropolitan locations). (Moderate risk.) 
     %    A large and growing deposit base in a wide and diverse geographic area.  (High risk.) 
 

Total Assets  
(enter date) 

 
 

 
 

Retail Customer Base 
 

Consumer:         
Commercial:     
Public Funds:    
 
Total                  

Number of Alien Customers 
 

Alien Customers:   
 
Alien Customers with Total 
Deposits of $1 mil or more:   

Number of PIC, 
Pouch, and 

Payable Through 
Accts 

 
 

 

Number of 
Foreign 

Correspondent 
Accts 

 
 

 
 

Number of 
Broker Accts 

 
 
 

 

 
2.  BANK/BRANCH OFFICE LOCATIONS 

 

Risk Rating 
 

 
a) Current number of branch office locations (do not include Loan Production Offices (LPOs) and Deposit Production Offices (DPOs):       
 
b) Current number of loan production office (LPO) locations:     
 
c) Current number of deposit production office (DPO) locations:     
 
d) Please list general location of each new office scheduled to open within the next year:   
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e) Determine whether the bank or any branch is located in a “High Intensity Drug Trafficking Area” (HIDTA) or “High Intensity 

Money Laundering and Related Financial Crime Area” (HIFCA).   
 
 
 
 
 
 
 
 
 
     
You may review following sites for specific information regarding these designations.  

HIDTA: http://www.whitehousedrugpolicy.gov/hidta/index.html and  
HIFCA:  http://www.treas.gov/press/releases/docs/monlaund.pdf.   
 

 
[  ]  No, we do not establish accounts for customers in any HIDTA or HIFCA area. (Low risk.) 
 
[  ]  Yes, we establish accounts and provide services to persons located in the following HIDTA or HIFCA areas.  Please quantify your findings 

and document procedures in place to manage risk in your business line associated with this risk factor.  (Moderate to High risk.) 
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3.  PRODUCTS & SERVICES 
 

AML 
Risk 

Rating

Risk Assessment and Risk Management Factors  
(Please describe in detail all internal controls, policies and procedures designed to control risk 

identified during the review process. Quantify total accounts & $ in each product line.) 
 
ATMs 
    

 
 
 

 
 
 

 
Bond Accounting & 
Investments  
    
   Bond Sales & Accounting 
 

Brokered Accounts 
    

Safekeeping 
 
   Asset/Liability Management 
 
   Investment Portfolio Mgmt 
 
   Federal Funds Programs 
    
   Repurchase Program 
 
   Training/Seminars 

 

 
 

 
 

 
Brokerage & Securities Services  
  
   Annuities 
  
   Brokerage services 
 
   Investment Advisor 
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      Independent Investment Adv. 
      Professional Asset Mgmt  
 
   Online securities trading 
 
   Retirement Services 
      Including self-directed 
 
   Safekeeping       
 
 
Correspondent Banking 
  
   Brokered CDs 
 
 DeNovo Services 

 
   Domestic Banks 
  
   Federal Funds Program 
 
   Foreign Banks 
 
    
 Pouch Activity 

 

  

 
Credit Cards 
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Electronic Banking Services  
    
   ACH Services 
 
   ATM Cards 
 
   Internet Banking 
      Online Transfer Service 
      Online Bill Payment 
      Cash Management Services 
 
   Stored Value Cards 
      Gift Cards 
      Payroll Cards 
      Vendor Cards  
 
   Telephone Banking 
      Account Inquiry 
      Funds Transfers  
 
   Visa Check Cards 
      Consumer 
      Business 
 

  

    
Factoring 
 

  

 
Insurance  
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Lending 
 
   Consumer 
 
   Commercial 
 
   Real Estate 
 
   Residential Lending 
 

  

 
Mortgage Origination 
 

  

 
Private Banking  
 

  

 
Retail Banking  
 
   Deposit accounts      
       Demand and NOW 
       Savings and MMDA 
       Time 
 
   Monetary Instruments 
       Official Checks 
       Money Orders 
       Travelers Checks 
 
   Safe Deposit Boxes 
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Trust Services  
  
   Employee Benefit Plans 
 
   Personal Trust 
 
   Estates 
 
   Investment Management  
 
   Corporate Trust 
 
   Custodial Accounts 
 

  

 
Wire Transfer Services  
 

  

SUMMARY 
 
 
 
 
 
 
 
 
 
 
Risk Assessment Conducted By:    (Name & Title)  Department 

 
 

Date Submitted 
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Risk Rating Guidelines: 
 
High (H)  

• This product/service/factor presents risk for laundering money or establishing a conduit for terrorist financing.  
Mitigating risk factors are not, or cannot, be established to effectively preclude this possibility.  

 
Robust AML policies and procedures and internal controls must be in place for all products and services noted to be high risk.  
 

Moderate (M)  
• Product/Service/Factor provides opportunities for money laundering or terrorist financing; however, effective mitigating 

risk factors and internal controls are in place to reduce exposure.  
  
Low (L)  

• Product/Service/Factor is not generally found to represent a risk for money laundering or terrorist financing; OR  
• Product/Service/Factor may present a low risk for money laundering or terrorist financing and mitigating risk factors and 

internal controls are in place to reduce exposure.  
 
Remember, ask yourself: 
1)  CIP/KYC - Do we have procedures in place to truly “know” the customers utilizing this product/service?  Are they being 

followed?  
2) How attractive is this product/service to a money launderer or terrorist (history of use for money laundering, easy access, 

anonymity, portability, etc.)? 
3)  What is target market for this product/service?   
4) Are monitoring processes in place to identify and investigate unusual activity? 
5) Determine OFAC risk in each product line and insure procedures are in place to manage risk. 
 
Please document any special policies or procedures you currently have in place, or plan to implement, to manage risk associated 
with your findings, including training.   
 
Examples:  
We have determined that it is not within our risk tolerance at this time to open deposit accounts via our Internet Web Site. 
OR  
Training has been scheduled for second quarter to train account officers on bank policies and procedures to identify and monitor 
high risk customers. 
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