BOL-ly  WOOD SQUARES 

Remember – these questions are answered according to our bank’s policy. You may need to change the answers or the questions depending on how your bank handles these issues.
Suspicious Activity:

1. The form that we are required to use to notify law enforcement when we detect suspicious activity such as money laundering or structuring is called: SAR

   

2. According to federal guidance, this is an example of suspicious activity: 

a) Cash exchanges for a vending machine business 

b) In–person deposits of payroll checks

c) Wires into an account followed immediate by wires out
3. All bank employees must report suspicious activity to: 




4. According to the USA Patriot Act, Anti-Money Laundering is the new name for:  

a) Suspicious Activity
b) Know Your Customer

c) OFAC

5. AML is another name for 

a) Lou Gehrig’s Disease

b) Actual Monetary Loss

c) Anti Money Laundering
6.  If a client who is a taxi driver is depositing over $10,000 cash every day and you feel the client’s activity is suspicious, you should

a) Tell the client right away that his activity is suspicious and you will need to report it.

b) Collect as much information as necessary and report the activity to the BSA Officer

c) Neither a nor b 

7.The following employees are required to file SARs 

a) Branch Employees

b) Compliance Department Employees 

c) It is a requirement for all employees 

8.  If you suspect another employee of fraud, embezzlement or other suspicious activity you should report it to:



9.  True or False

Even if you report a client for suspicious activity, a SAR may not be filed with the government based on the investigation of the case and the details of the transactions. 

10. According to the BSA Policy, give an example of suspicious activity. 



11.  True or False
A suspicious activity report may only be filed for amounts less than $10,000 because a CTR is filed when the amount exceeds $10,000. 

12.Suspicious Activity should be reported when

a) The dollar amount of the transaction, the nature of the transaction, or the person performing the transaction is unusual 

b) The person performing the transaction is unusual or irregular

c) Both a and b 

d) None of the above 

13 These areas of the Bank are not accountable for the reporting of suspicious and structured transactions.

a. Branches

b. Insurance and Leasing affiliates

c. Mortgage

d. Executive Office

e. All of these departments must report
14. Suspicious activities should not be reported if the client 

a. Knows the president of the bank personally. 

b. Is an employee

c. Maintains a relationship in excess of $1 million dollars

d. Is a Trust Client

e. All of the above

f. None of the above
15. Which of the following statements are true if you feel that a deposit account is being established for suspicious reasons?

a. You may refuse to open the account if you have a legitimate reason to do so, such as if the client’s ID or TIN cannot be verified. 

b. You may open the account, notify Security that you are uncomfortable with the account and have Security monitor and investigate. 

c. Lower the interest rate on the account to compensate for the risk to the bank 

d. Either a or b
e. All of the above 

16. Once an account has been established, employees should do this on an ongoing basis.

a) Collect commissions

b) Monitor the account
c) Report any overdrafts to ChexSystems

17. True or False
Only cash transactions are reported using the Suspicious Activity Report (SAR.) 

18. True or False
Businesses that are exempt from CTR filing are also exempt from being reported for suspicious activity.

19. A client comes into your branch twice a week and asks for 2 cashier’s checks for $9,000 each.  He always has them made payable to the same two people.  Could this be considered suspicious activity?  YES
20. A recent auto loan has gone past due. When you contact the client, they know nothing about the loan, and it appears that they are a victim of identity theft.  Should you file a SAR?   YES
Enhanced Due Diligence:

21.A Teller can write “Known Customer” on the back of a check 

a) When the teller knows the person 

b) If the person is a client of the bank

c) Never 

22. True or False
 A teller may write Known Customer on the back of a consumer’s check, but never on the back of a commercial check.  

23. “Enhanced Due Diligence” means the same thing as 

a) Know Your Customer
b) Suspicious Activity

c) Bank Secrecy Act

24. True or False
EDD stands for Expected Due Diligence

25. Section III of the USA Patriot Act was passed after the events of September 11th to strengthen

a) BSA
b) Reg. P

c) OFAC

26.When a Business Client opens a new account or applies for a loan, the Bank should ask for 

a) The company’s financials, document(s) establishing the type of business entity, 

b) The EIN and business license,

c) Proof of ID and TINs from any signers, principals or guarantors

d) All of the above
e) Only a and b

f) Only b and c

27. When a Business Client opens a new account or applies for a loan, the Bank should allow the business to establish the account, and make sure the documentation for the business and the information concerning the account signers is collected within

a) 30 days

b) 60 days

c) 90 days

d) None of the above
28. True or False

It is acceptable to establish a consumer relationship (account, loan, Trust) with an out-of-state driver’s license as one form of ID. 

29. When you know a customer’s normal activity and deposit patterns and you fail to report a change in those patterns that appears unusual, this is called

a) Good customer service

b) Willful Blindness

c) Aiding and Abetting

30. This new law, enacted in the wake of September 11th, strengthens the BSA and increases penalties up to 1 million dollars for violations. USA Patriot Act
31. Credit Administration should check the OFAC list for all new applicants 

a) Before the loan is booked
b) After the loan is booked

c) There is no need to manually check the OFAC list because that is done through our data processor. 

32.Only the following employees need to be familiar with the Bank’s EDD (Know Your customer) Policy

a) Security Department employees

b) All employees
c) Compliance department Employees 

33 Employees do not need to be concerned with EDD policies when

a) Renting a safe-deposit box 

b) Cashing EE Bonds

c) Discussing loan rates on the telephone

34. True or False
Once a client relationship is established and identification has been verified; there is no need to continue monitoring the client’s activity. 

35. The following is an acceptable form of identification when establishing a client relationship.

a. Major credit card

b. Alien Registration card

c. Utility Bill

d. Expired State Driver’s License with correct address

e. All of the above 

f. a, b and c only
36. The Government enacted Know Your Customer” regulations in order to:

a) reduce the likelihood that banks will become unwitting participants in illicit activities

b) stifle drug-related money laundering
c) turn Bank employees into surveillance agents for the government
d) all of the above
e) only a and b
37. True or False

According to the USA Patriot Act EDD (KYC) rules, anyone who will not provide identification should not be allowed access to banking services.
38.If a client wants to open a joint account but does not have their spouse’s ID or TIN, you should:

a) Refuse to open the account until the couple can come to the bank together

b) Take the clients information, but do not open the account until the spouse’s information is obtained and verified.

c) Open the account but don’t order checks with both names until the information is obtained. 

39. When you cannot identify a client who is cashing a check to your satisfaction, you should

a) Cash the check, but tell him not to endorse the check – that way the signature cannot be challenged.

b) Send him to another branch – they have more new tellers and hopefully someone will do it. 

c) Refuse the transaction. 

40.A client at your desk wants to apply for a loan.  Which statement is correct?

a) The law requires that we obtain valid ID for everyone

b) You don’t have to worry about ID – the credit report will verify everything you need to know. 

c) Obtaining ID is not an issue because people applying for loans are never fraudulent. 

Information Security:

41. The Information Security Officer is: 





42. The Bank’s Privacy Policy, Information Security Policy, BSA Policy, Know Your Customer Policy, And Identity Theft Policy 
are available

a) On the Bank’s Intranet under “Policies and Procedures”

b) Only by contacting Compliance and requesting a written copy 

c) On the Bank’s website 

43. The best way to dispose of customer-sensitive information and reports is:  Shredding
44. When not in use, customer-sensitive information should be stored in: Locked drawers, vaults and locked file cabinets
45. Which of the following is false

a) Your work computer may occasionally be used for class work if you are in school or to do small projects for a non-profit business for which you volunteer.  

b) If you are an AOL user, you may have AOL Instant Messenger on your computer as long as you do not abuse the privilege

c) Downloading and distributing documents containing copyrighted material is not allowed unless the Bank has a license to do so 

46. Your Security Badge must be worn even if you:

a) Have been an employee for over 5 years

b) Are well known by other bank employees

c) Don’t like your picture

d) All of the above
47. True or False
Your Security Badge must be worn at all times when on bank premises, but may be temporarily loaned to another employee if that employee needs access and has misplaced or forgotten their badge 

48. When a vendor needs access to a Bank building

a) They must always be escorted when on bank premises
b) It is okay to allow them to access the building unescorted as long as they are wearing a uniform that displays their name 

c) They may be unescorted if they present a badge or ID showing that they are a legitimate vendor. 

49. True or False

When you are going to be away from your workstation for any length of time you should make sure sensitive or customer-specific information is not displayed on your computer screen.

50. When you leave your desk to go to the restroom, you should 

a) Make sure your voice mail is working

b) Set a “rule” on Outlook so anyone who emails you knows where you are

c) Turn your screen saver on

d) All of the above

e) Only a and c

51. Which of the following is incorrect?

When faxing sensitive documents, all employees must:

a. Include a cover sheet that contains the confidentiality notice

b. Be sure the fax is addressed to a specific individual

c. Be sure to retain a copy of the cover sheet for at least 24 months.

52. To ensure the confidentiality of e-mail communications, employees should

a. Delete all e-mails containing customer sensitive information immediately after reading

b. Use another employee’s computer 

c. None of the above – email is not secure and care should be taken when using it to communicate confidential client or business information. 

53. Any confidential customer information that is communicated electronically via the Internet should be:

a. Encrypted and/or Password protected
b. Copied to the Information Security Officer

c. Sent “reply requested”. 

54. Physical Bank Security is the responsibility of 

a. Tech Management

b. Security

c. Compliance

d. All employees

55. All vendors who have access to our customer’s confidential information must sign a confidentiality agreement. This would usually not include:

a. Software Vendors (i.e., example: Microsoft Office)
b. Cleaning Company

c. ChexSytems and Equifax 

56. Information Security is concerned only with

a) Any and all information that has been collected in order to conduct business

b) Only the funds that have been entrusted to the Bank

c) None of the above
57. The Bank’s Information Security Policy classifies “information” as:

a. Risky/ Non-risky

b. Sensitive/ Non-Sensitive
c. Susceptible/ Safe

58 True or False

The Information Security Policy must be Board approved and reviewed annually. 

59. Sensitive documents can only be left on printers if

a) Physical access controls are in place to prevent unauthorized persons from entering the area around the printer

b) The client that may have access to the printer is vision impaired

c) None of the above
60. True or False

The bank may, at its discretion, monitor employees Internet and e-mail usage. 

Privacy:

61. Banks that share personally identifiable financial information with non-affiliated third parties outside of the exceptions must allow consumers and customers to: 
Opt out


62. True or False
If the bank shares personally identifiable financial information with unaffiliated third parties, only customers have the right to prevent sharing of their information   

63. Title V of the Gramm-Leach-Bliley Act (Privacy Act) is implemented by which regulation? 
Regulation P



64. Stealing someone’s name, Social Security number, credit card number, or some other piece of their personal information for criminal purposes without their knowledge to commit fraud is called: 
Identity Theft



65. Regulation “P” calls individuals who have a long-term relationship with the Bank

a) Clients

b) Consumers

c) Customers

66. The following must be given to customers when they establish a new account, close a loan, and annually

a) Privacy Policy

b) Privacy Packet

c) Privacy Notice
67. True or False
Even though we inform a client that we do not share their personally identifiable information with non-affiliated third parties, it is still okay to give their information to non-affiliated third parties so that the customer can get credit card and home equity offers in the mail.  

68. Personally identifiable financial information is usually obtained from:

a. The phone book

b. Court records

c. A client’s loan application
69. The Bank will not disclose information about accounts or transactions to unaffiliated third parties except:

a. As allowed by law
b. To increase commissions for a potential sale

c. When requested by an attorney, CPA or another bank. 

70. True or False
Our Privacy Policies do not apply to clients who choose to interact with the Bank through electronic means, such as online loan applications, online account applications, BankXpress electronic banking, and e-mail or other communication.

71. Keeping information secure and using it only as our clients would want us to is:

a. A top priority at our Bank

b. Only a priority for Compliance and Marketing

c. Not a priority, but we still must comply with the law 

72. The purpose of the Privacy Act is to safeguard the nonpublic personal information of individuals who obtain financial products or services primarily for

a) Personal, family and household purposes

b) Business purposes

c) Both a and b 

73. Under the Privacy Act, the bank must:

a. Provide notice to its customers about its privacy policies and practices;

b. Describe the conditions when the Bank may disclose nonpublic personal information to nonaffiliated third parties; 

c. Provide an opt-out method for individuals to prevent the Bank from disclosing information to nonaffiliated third parties except as permitted by law.

d. All of the above

e. None of the above

74. The Privacy Officer is




75. The Bank is not required to provide an Annual Privacy Notice to

a) Former customers, such as a customer who had a deposit account that is closed

b) A customer who has paid a closed-end loan in full

c) A consumer who uses our ATMs every week

d) All of the above
e) Only a and b

76. Because the Bank has decided NOT to share/disclose any nonpublic personal information to nonaffiliated third parties that is not permitted by law under an exception, we do not have to implement this: Opt out Procedures
77. If a non-customer of the Bank asks for a copy of our Privacy Notice we should: 

a. Tell him we can only give it to him if he is a Bank customer.

b. Give him a copy; we are proud of the relationship we have with our clients and our decision not to share our client’s information with non-affiliated third parties.

c. Get his name and address and tell him he can expect it next time we send out our annual mailing.

78. Name at least two places you can find our Privacy Notice: 

79 We send our Annual Privacy notice to

a) All customers
b) All customers except customers of our insurance affiliate

c) All customers except those who have requested not to receive Marketing materials

80. If a client has two joint accounts with two different co-owners, can we share information about one account with the other co-owner? 

a. No, because each account is separate and the privacy of each owner is protected.
b. Yes, because the common signer would share the information anyway.

c. Yes, if we have received an “Opt-In” agreement from the customer and all account owners involved have signed it.

d. No, unless they are family members and all live at the same address.

OFAC:

81. OFAC stands for:

a) Office of Financial Accounting Control

b) Office of Foreign Assets Control
c) Office of Federal Apprehension & Citation

82. Under OFAC laws, financial institutions, securities firms, and insurance companies are obligated to:

a) Block or freeze property or assets and report all blocked or frozen transactions to OFAC within 10 days of an occurrence.

b) Publish the names of any countries or entities on the OFAC list who have established an account with the Bank in a national publication such as the Washington Post or the New York Times

c) Continue to transact business with entities on the OFAC list until asked by OFAC to discontinue such activity. 

83 The penalties for a financial institution or employee who does not comply with OFAC laws and regulations are:

a) Adverse publicity, fines and criminal penalties
b) There are no serious penalties but there can be a huge reputational risk for the Bank.

c) None of the above  

84. The OFAC list, which is distributed by the department of the Treasury, must be checked

a) By a Bank employee each time a deposit account is opened

b) By the Bank through “scrubs” that are performed nightly on new accounts and monthly on the entire database

c) Each morning by Security from the new account list

85. The OFAC list must be checked for

a) Only loan or insurance applicants who actually establish a relationship with the Bank

b) All applicants for a loan or insurance even if the Bank never establishes a relationship with them.

c) Neither a nor b. Loans and insurance are not affected by OFAC rules. 

86. True or False
If we identify an OFAC “hit” after a loan has been booked, the only problem the bank would face would be to ensure that it is reported to OFAC. 

87. One good website that can be used to search the OFAC list is

a) www.terroristfinancing.com
b) www.ofaccompliance.com
c) www.osamaandothers.com
88. True or False
OFAC is part of The Office of Homeland Security and the FBI.

89. The Financial Action Task Force publishes a list of countries that are not blocked but that do not have strong money laundering laws in place. This list is called the NCCT list, which stands for 

a) Non-Communicative Callous Terrorists

b) Non-Cooperative Countries and Territories 

c) Non-Currency Counterfeit Transactions

90. True or False

OFAC prohibits the Bank from transferring funds to a government of a targeted country, to do business or establish account relationships with targeted countries or with “specially designated individuals” that are citizens of targeted countries.   

91. Under OFAC Current Blocking Profiles, banks must block the assets of: 

a) Individuals appearing on OFAC’s SDN list;

b) Cuban and North Korean citizens, wherever located

c) Individuals, regardless of citizenship, currently residing in North Korea or Cuba.
d) All of the Above
e) Only a and c
92. True or False
Because the Bank does not conduct many foreign wire transactions; we may delegate our OFAC responsibility to our correspondent banks in New York. 

93. OFAC’s SDN list (Specially Designated Nationals) is:

a. Short – there just aren’t that many terrorists and money launderers!

b. Over 30 pages long and includes thousands of individuals and entities that are primarily located outside of the blocked countries.

c. Updated annually.

94. Areas of the Bank affected by OFAC responsibilities:

a. Wire Room and the Branches

b. Loan Areas and our affiliates

c. Compliance and Security 

d. Executive Offices and Trust

e. All of the above
95. Which of the following businesses do you think does not belong on the OFAC SDN list?

a. Atlas Air Conditioning, London
b. Fartrade Holdings, Switzerland

c. SIRM Holding, Rome
d. Vinales Tours, Cancun

e. They’re all on there! 
96. When a bank blocks an account due to OFAC sanctions, the bank must:

a. Place the money in an interest bearing account with a term of not more than 90 days.

b. Don’t be ridiculous – we don’t have to pay interest to terrorists! 

97.OFAC regulations apply to:

a. Banks

b. Exporters and Importers

c. Securities and Insurance Companies

d. Tourism

e. All of the above
f. Only a and b

98. True or False
OFAC regulates banks, and requires that banks set up a certain type of compliance program. 

99. True or False

The term "prohibited transactions” means trade or financial transactions and other dealings in which U.S. persons may not engage unless authorized by OFAC or expressly exempted by statute. 

100. “Blocking or “freezing” is:" 

a. Simply a way of controlling targeted property. 

b. Types of ice cubes

c. Hockey moves

BSA

101. The Bank Secrecy Act’s primary function is to create a paper trail to aid the investigation of 

a) Drug trafficking

b) Money laundering

c) Tax evasion

d) Terrorist Activity

e) All of the above
102. The Bank Secrecy Act officer is 



103. The act of manipulating a deposit or assisting anyone in that act in order to avoid filing a Currency Transaction Report (CTR) is called this:  Structuring
104. True or False

Some businesses qualify for automatic exemption and some can be granted exemption from CTR filing.
105.Relationship Management and Trust employees 

a) Do not have to be familiar with the Bank Secrecy Act or identifying suspicious activity

b) Do not have to worry about BSA because it is a consumer regulation and does not apply to businesses or Trusts

c) Must follow the same reporting requirements as they would for any other type of account
106. If an employee of the bank over-heard a customer of the bank bragging about the way they have structured their deposits to avoid paying taxes, they should do this: File a SAR 

107. The Bank Secrecy Act requires the bank to obtain this all customers opening a deposit account or obtaining a loan if the yare a US person or US Business entity. TIN or EIN
108. Unless an exemption applies, all cash transactions over this amount should be reported to the IRS using a Currency Transaction Report (CTR): $
10,000.00


109. If a client makes a loan payment of more than $10,000 cash, this would

a) Not be subject to being reported

b) Must be reported under BSA

c) Must be reported under FCRA

110.Which of the following would not be a vehicle used for money laundering?

a) Certificates of Deposit

b) Loans

c) Cashier’s Checks

d) Life Insurance Policies

e) All of the above can be used to launder money

111. True or False
According to the Bank’s BSA Policy, if an elderly person does not have a driver’s license or a State photo ID card, we may not establish an account for that person.

112. When multiple cash deposits for one client are made at separate branch locations and total over $10,000 on the same business day the bank must:

a) Aggregate (add together) and file a CTR

b) Ignore it, because no one branch received more than $10,000

c) Send the money back to the client with a letter instructing him to go to only one branch. 

113. True or False

Which of the following is NOT a step in the process of Money Laundering?

a) Placement – the physical disposal of illegal cash proceeds to avoid detection.

b) Layering – separating illicit proceeds from their source by creating complex layers of financial systems

c) Integration – the process by which the money is integrated into the legitimate economic and financial systems.

d) Auditration – the process of obscuring and subverting theaudit trail to provide anonymity. 

114. Which of the following are some possible results if a bank employee fails to follow the BSA Policy:

a. Termination

b. Fines

c. Imprisonment

d. a, b, and c

e. None of the above – only the BSA Officer goes to jail! 

115. Which of the following insurance products would most likely be used for money laundering?

a) Auto Insurance

b) Homeowners Insurance

c) Long Term Care Insurance

d) Single Premium Life Insurance

116. BSA stands for: 

a) Bad Suspect Account

b) Bank Secrecy Act
c) Bank Secrecy Accountability

d) Be Suspicious Always 

117. True or False

Money Laundering covers all procedures to change, obscure or conceal the beneficial ownership or audit trail of illegally obtained money or valuables so that it will appear to have originated from a legitimate source. 

118. A man who is a Relationship Management Client complains to the RM about his employees being asked for ID every time they deposit over $10,000 cash for his business. The RM should:

a) Attempt to explain about CTR requirements pertaining to cash deposits.

b) Suggest that the client try to keep his deposits under $10,000 even if he has to hold some money out of the deposit and bring it in on the next business day

c) Suggest that the client use the Night Drop – that way he won’t be hassled and the bank can still file the required CTRs.

119 True or False

Money Laundering is the world’s third largest industry by value, totaling more than $500 billion annually worldwide. 

120. Which of the following is not a money laundering offense?

a) Assisting another to retain the benefits of a crime

b) Acquiring, possession and use of criminal proceeds

c) Concealing or transferring proceeds to avoid prosecution

d) Failure to disclose knowledge or suspicion of money laundering

e) Tipping off a money laundering suspect

f) Jaywalking
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