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A Game of Compliance Tic-Tac-Toe

Suspicious Activity/Anti-Money Laundering 

Banks and other financial institutions are required to use the Suspicious Activity Report (SAR) form to notify law enforcement agencies when they detect a known or suspected violation of federal law, including a violation of the Bank Secrecy Act or a suspicious transaction related to money laundering activity. Suspicious activity may include practices such as large cash exchanges, wires into an account followed by transfers out, and structuring of cash transactions to avoid CTR reporting.  In addition, suspicious activity and money laundering may be accomplished by lesser known methods such as purchasing a Time Deposit using “dirty” cash proceeds, and using that money to secure a loan, or paying down a large problem loan with cash. 

One common misconception among bank employees is that only branch employees must detect and report suspicious activity. All Bank employees must be aware of what constitutes suspicious activity, and report all such activity to the BSA Officer. However, employees who suspect another employee of suspicious activity such as fraud or embezzlement should report that activity to Security.  

Another common mistake that bank employees make is to assume that if a suspicious transaction exceed $10,000 cash, that only a Currency Transaction Report (CTR) need be filed. SARs can be filed for any amount, regardless of whether a CTR is required. The CTR and the SAR are used for different purposes and are filed with separate government agencies. 

SARs are filed when the dollar amount of the transaction, the nature of the transaction, or the person conducting the transaction is unusual or irregular.  There are no exceptions. Even if a client is a Private Banking client, if the business is “exempt from CTR filing, or they “know the President personally”, a SAR must be filed if their activity meets the definition of  “suspicious”. 

Many employees worry that if they report someone as “suspicious” and they are wrong, that person will either find out or be harmed in some way.  First, it is AGAINST THE LAW to inform a client that they are being investigated for suspicious activity, so they will never know what employee or even what bank reported them. Second, not every report received from an employee is filed with the government. Both Compliance and Security perform an in-depth investigation to ensure that a SAR is necessary. Finally, you, as an employee, are required to report any suspicious activity or face consequences that could include fines, jail, or job termination. 

Enhanced Due Diligence 

The government has enacted EDD requirements to reduce the likelihood that banks will become unwitting participants in illicit activities and in order to stifle drug-related money laundering and terrorism.  All bank employees are required to form a “reasonable knowledge and belief” that they “know” who is banking with them. 

Enhanced Due Diligence was known as “Know Your Customer” prior to the events of September 11, 2001 and the passage of the USA Patriot Act. For review purposes, we recommend that every participant review the EDD section (Section 5) of the Bank’s BSA Policy. It can be found on the Intranet under Policies and Procedures.

Even though the name has changed from KYC to EDD, the Bank’s procedures for ensuring that all clients and potential clients are properly identified have not. All employees who are responsible for opening accounts, establishing loans, and verifying information on prospective clients are responsible for EDD procedures. The EDD section of the BSA policy and the Platform Manual list what is and is not considered to be “acceptable” ID for individuals and for business entities. According to the new USA Patriot Act rules, any client who will not provide valid ID should be denied access to banking services. 

All entities and individuals must have a valid TIN or EIN to establish an account unless the person is not a US citizen and has valid ID from their country. Businesses who have documentation showing their EIN has been “applied for” but has not been received may open accounts, but the EIN should be obtained within 60 days. An out-of-state driver’s license is acceptable, but should (1) be accompanied with proof of local residence, and (2) should be copied and sent to Security for validation. Expired IDs, even if the information is still accurate, are never acceptable. 

When establishing joint accounts, all information must be obtained from all signers before the account is “opened”. Businesses should provide all required documents and valid ID on all signers before a deposit account is established or a loan is closed. The OFAC list should always be checked PRIOR to booking any loan or selling any insurance product.  

Tellers must be sure they know for whom they are cashing checks, and know the expected activity of clients who use the branches so they can identify any behavior or deposit activity that is unusual.  Tellers have been instructed not to use the term “known customer” when cashing checks. 

Since September 11th, EDD regulations have been expanded to cover banks and also Insurance Companies, Mutual Fund companies and Check Cashing businesses. All employees of financial institutions must “know their customers”!  

Information Security 

The Bank has always protected our client’s information, but the Gramm-Leach-Bliley Act made it mandatory for banks to establish a written Information Security Policy that is approved by the Board of Directors annually and communicated to every Bank employee. 

The Bank was also required to name an Information Security Officer. It is a good idea for each employee to read the Bank’s IS Policy, and be familiar with its content. 

The IS Policy classifies information as either sensitive or non-sensitive, and addresses both physical security (security badges, locked doors, locked file cabinets, shredding of unwanted documents, limited access to our buildings and branches) and computer system security (computer usage, viruses, encryption, email and use of the internet). 

Physical security is the responsibility of all bank employees.  Employees are to keep doors locked, and protect customer –sensitive information through shredding, locking files away when not in use, and not allowing non-employees access to the building unescorted. Security Badges are to be worn at all times when on bank premises, and loaning your badge to another employee for any reason is strictly prohibited. 

If you are going to be away from your desk for any length of time, or if  your desk is in an area  where customers or others can see your computer monitor, you should shut your monitor off or activate your screensaver before you leave your work area. 

Whenever you send customer sensitive information out of the bank via electronic means, it should be encrypted. Clients should be reminded that e-mails are not secure methods of transmitting sensitive information.  

When an employee faxes information out of the bank, it should be proceeded by a cover sheet addressed to a specific individual and must contain the Bank’s confidentiality notice. Sensitive information should not be left on printers, copiers or faxes where others can view it.  

No employee should place unauthorized programs on their computer, or download information from the Internet without the express authorization of Tech Management. Such programs can introduce viruses into the system that can damage or compromise customer-sensitive information. 

Employees are reminded that the computers are the property of the Bank. The Bank is permitted to monitor your usage of the Internet and email, and take action if you violate the Bank’s ethical use policies. Actions such as downloading copyrighted material and distributing it without a license to do so is also prohibited. 

Privacy 

Protecting our client’s confidential information and using it only as our clients would like us to has always been a high priority for our Bank. Effective in 2001, all financial service providers such as banks were required to abide by the rules set forth in Title V of the Gramm-Leach-Bliley Act to protect all customers’ non-public personal information. 

Federal Reserve Regulation P implements the Gramm-Leach-Bliley Act. This regulation makes it mandatory for each Bank to provide a notice outlining our information sharing practices to each customer.  These notices must be given whenever an account is opened; a loan is closed; and must be mailed annually to every customer.  This law does not apply to business clients. Reg. P also mandates that a Bank appoint a Privacy Officer to oversee the bank’s compliance with this regulation. 

Regulation P defines key terms used in the regulation, such as "consumer" and "customer".  

 A customer is a consumer, but a consumer may not always be a customer!!!
A customer is a consumer who has a customer relationship with us.  A Customer relationship means a continuing relationship under which we provide one or more financial products or services.  Examples of a continuing relationship include;

· A deposit or investment account

· A Trust Account

· A loan when we retain the loan or the servicing rights. 

· Services such as credit and financial counseling 

 A consumer does not, however, have a continuing relationship with us if the consumer obtains a financial product or service only in isolated transactions, such as:

· Using our ATM to withdraw cash from an account at another financial institution 

· Purchasing a cashier’s check

· Obtaining a loan if we do not retain the rights to service that loan, or 

· Purchasing traveler’s checks in isolated transactions. 

The law allows banks to share non-public personal information under certain limited exceptions with entities such as the company that performs our data processing or the company that prints our checks.  Banks that share information outside of these exceptions must allow consumers and customers the opportunity to “opt-out” of such sharing.  Our Bank does not share customer information outside the exceptions, so it is not necessary for our customers to “opt-out” with us. 

In addition, we do not have to provide a copy of our Privacy Notice to consumers, but will do so if a consumer asks for one. We MUST, however, provide a Privacy Notice to our customers 

Privacy/Identity Theft 

The Privacy laws also mandate that banks protect their customers from identity theft, by ensuring that information regarding a customer’s account is given only to that customer or someone legally authorized to act on the customer’s behalf.  Identity theft is a criminal activity where an individual wrongly obtains and uses another person’s personal data without their knowledge and consent to commit fraud.  

Many impostors get what they want by "pretext calling" -- talking a customer-service person into giving out privileged information such as account balances, passwords and PINs, account numbers, mothers' maiden names, even Social Security numbers. 
With enough identifying information about an individual, a criminal can take over that individual's identity to conduct a wide range of crimes: for example, false applications for loans and credit cards, fraudulent withdrawals from bank accounts, fraudulent use of telephone calling cards, or obtaining other goods or privileges which the criminal might be denied if he were to use his real name. If the criminal takes steps to ensure that bills for the falsely obtained credit cards, or bank statements showing the unauthorized withdrawals, are sent to an address other than the victim's, the victim may not become aware of what is happing until the criminal has already inflicted substantial damage on the victim's assets, credit, and reputation.

The Federal government and numerous states have passed laws prohibiting identity theft. For example, anyone who intentionally uses the Social Security number of another person to establish a new identity or defraud the government is breaking the law.

The Federal Reserve has recommended that banks should assist their customers who are victims of identity theft and fraud by having trained personnel to respond to customer inquiries, by determining whether an account should be closed immediately after a report of unauthorized use and by prompt issuance of new checks or new credit, debit or ATM cards.  If a customer has multiple accounts with the institution, it should assess whether any other account has been the subject of potential fraud.

The bank can prevent identity theft by asking the right questions to identify a caller, or asking for proper ID when an unknown person is requesting account information. SSB has created an ID Theft Policy to assist employees in responding to requests for information form clients, non-clients and unaffiliated entities. Remember, too, that if you suspect that someone may be a victim of ID theft, or if you are suspicious that a customer is not who he/she appears to be, notify Security and/or file a SAR. 
OFAC 

The Office of Foreign Assets Control ("OFAC") of the U.S. Department of the Treasury administers and enforces economic and trade sanctions based on US foreign policy and national security goals against targeted foreign countries, terrorists, international narcotics traffickers, and those engaged in activities related to the proliferation of weapons of mass destruction. 

OFAC “prohibited transactions” are trade or financial transactions and other dealings in which U.S. persons may not engage unless authorized by OFAC or expressly exempted by statute. If assets of a targeted entity are discovered, OFAC instructs the bank to “block” or  "freeze" the assets. It is simply a way of controlling targeted property.  If an account is blocked, the bank must place the funds in an interest bearing account with a term of not more than 90 days! The account title must remain in the name of the original owner, but the exercise of powers and privileges normally associated with ownership is prohibited.  Blocking immediately imposes an across-the-board prohibition against transfers or dealings of any kind with regard to the property.

OFAC establishes “current blocking profiles”. Under these profiles, banks must, for example, block the assets of individuals appearing on the OFAC SDN (Specially Designated Nationals) list, individuals residing in Cuba or North Korea, and Cuban and North Korean citizens regardless of their location. 

OFAC not only blocks transactions to and from certain countries, but certain individuals as well. The list containing these names is called the Specially Designated Nationals (SDNs) list. As part of its enforcement efforts, OFAC publishes a list of individuals and companies owned or controlled by, or acting for or on behalf of, targeted countries. It also lists individuals, groups, and entities, such as terrorists and narcotics traffickers designated under programs that are not country-specific. This list is over 30 pages long and can change several times a day. To search this list easily, employees can use http://www.ofaccompliance.com. 

 OFAC itself does not require that banks set up a certain type of compliance program, as there is no single compliance program suitable for every financial institution. OFAC is not a bank regulator - its basic requirement is that financial institutions not violate the laws that it administers. Our regulator oversees our compliance with OFAC. 

Our Bank checks the OFAC list nightly through scrubs of the database. However, it is important that areas such as Credit Admin, mortgage, and all consumer and commercial loan areas check the OFAC list manually PRIOR to booking any loans. Once the loan is booked, if the person is on the list, the bank may forfeit its right to be repaid! 

The fines for OFAC violations can be substantial. Criminal penalties can include fines ranging from $50,000 to $10,000,000 and imprisonment ranging from 10 to 30 years for willful violations. Civil penalties range from $11,000 to $1,000,000 for each violation.

Bank Secrecy Act 

The Bank Secrecy Act of 1970 was designed to deter money laundering and the use of secret foreign bank accounts. Today's regulatory environment fosters a climate where BSA compliance remains of paramount importance to all financial institutions. The Treasury Department continues to rely on financial institutions to serve as the "front-line" for law enforcement efforts. Money laundering, record retention, currency transaction reporting, reformed exemption procedures, EDD, Suspicious Activity Reports and global anti-money laundering guidelines in private banking are all part of BSA.  

If you work or have worked in a branch, you are familiar with Currency Transaction Reporting. These BSA rules require banks to aggregate transactions for any one person or entity who deposits or withdraws in excess of $10, 000 in any one business day. Tellers and other customer contact staff are required to watch for and report, “structuring”. Structuring involves customers attempting to manipulate their deposits or withdrawals to avoid detection and reporting. 

The BSA laws allow banks to “exempt” from CTR reporting certain businesses who are either on the Stock Exchange (such as McDonalds) or who have banked with us for a specified period of time and meet precise criteria.  Not every business can be exempted. For example, we are prohibited from exempting any business that engages in check cashing (as their primary business), car and boat sales, and gambling.  Once an exemption is established, the businesses must be reviewed on an ongoing basis to determine that they continue to meet the criteria established for exemption. 

The BSA requires that bank employees be alert for money laundering. Money laundering is the world’s third largest industry by value, totaling more than $500 billion worldwide!  It is accomplished through a three-step process: Placement (the physical disposal of the money); Layering (separating illicit proceeds from their origin by creating complex layers of financial transactions); and Integration, (the process by which the laundered money is reintroduced into the financial system.) Money launderers have been known to use TDs, loans, Life Insurance policies, wire transfers, and deposit accounts to launder money. 

Should you fail to report suspicious activity, structuring, or money laundering? It’s not advisable!  If you or the bank fails to file or report such activity, both are liable to prosecution, fines and penalties as high as $1,000,000 per occurrence and 20 years in prison!!
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