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Our Bank Secrecy Act (BSA) and anti-money laundering (AML) program requires constant attention and 
maintenance at all levels as high risk activities and regulatory expectations change.  In order to insure 
appropriate procedures are in place to protect the bank from being used as a conduit for money laundering 
or terrorist financing, we must identify the customers, accounts and services that may be at higher risk for 
money laundering.  When identified, appropriate monitoring procedures can be implemented to detect 
suspicious activity warranting further investigation.  
 
The following FAQ has been designed to help you understand our new risk rating and high risk customer 
monitoring process.  Please contact the BSA/AML Officer if you have any questions. 
 
1. How do I determine the risk rating for my customer?  A form entitled, Commercial Risk Rating 

Form, has been designed to assist you in the process.  The form must be fully completed for each new 
commercial customer at the time a new relationship is established (i.e., deposit, lending, safe deposit 
box, etc.).  An instruction sheet has been designed to assist in the review and documentation process. 

 
2. Will I have to risk rate all of my existing customers?  No.  You will receive periodic lists of 

customers that may be higher risk based on factors, including but not limited to the following:  
• Cash volume and/or velocity 
• Nature of business 
• Wire transfer volume 
• Citizenship of principals and/or account signers 

 
Once we have completed the initial risk rating process for customers identified through this process, 
all other commercial customers will be rated as low risk. 
 

3. Can a customer’s risk rating change?  Yes.  Monitoring procedures will be established to identify 
unexpected changes in customer activity that could signal a need to review the customer’s account 
activity and possibly elevate the risk rating.  Certain higher risk customers may qualify for a lower 
risk rating based on a satisfactory relationship over a longer period of time.   

 
4. How often does a customer’s risk rating have to be reviewed?  You will be provided periodic lists 

of customers that need to be reviewed to determine whether the assigned risk continues to be 
appropriate.  The frequency of the review process will depend on the customer’s initial risk rating and 
the procedures we are able to implement in the back office for ongoing monitoring purposes. 

 
5. Will we risk rate personal account customers or only commercial entities?  We will eventually 

risk rate all customers.  The first step of this project will be to risk rate our non-personal customers.   
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6. How will we identify a customer’s risk rating?  Our retail, consumer lending and commercial 
lending business lines are maintained on our JHA core operating system.  The risk rating fields are 
included on each customer’s CIF file on the JHA system.  Formal procedures will have to be 
developed for each product line maintained in a separate operating environment. 

• Risk Rating Code 
• Risk Rating Date 
• Risk Rated By   

 
7. What are the risk rating codes and what do they mean?  We have established the following risk 

rating codes.  Examples of customers that may qualify are included. 
 

• Extreme Risk (requires management approval) – This could include accounts for politically 
exposed persons (PEPs such as diplomats from foreign countries); money service businesses 
owned by aliens; foreign correspondent accounts; etc. 

 
• High Risk – non-resident aliens; accounts with high currency activity or high wire activity 

(particularly foreign wires); high-risk nature of business such as money service business 
(MSB), travel agency, pawnbroker or real estate agency; concentration and brokered deposit 
accounts. 

 
• Moderate Risk – limited private banking or trust services; established multi-faceted business 

that also provide limited MSB services; new customer relationships with limited higher risk 
services (such as wires) or higher risk nature of business (such as cash intensive restaurant, 
jewelry store, pawnbroker, etc.) 

 
• Low Risk – known customer; stable account activity such as checking account, CDs, secured 

loans; few if any higher risk services 
 

8. Could similar types of customers, such as two different restaurants, have different risk ratings?  
Yes.  The risk rating is based on a number of different factors.  As you work through the risk rating 
form, you will see how the rating is impacted by the length of our banking relationship, ownership, 
cash volume, etc.  It is possible for Restaurant A to be “high” risk and Restaurant B to be “low” risk.  

 
9. How much time will I be given to risk rate my customers?  Each time a list of customers is issued, 

the directions will contain a deadline for completion.  We understand that this process represents only 
a small portion of the demands on your time and some account officers and branches will have more 
customers to be rated than other offices.  Should you feel additional time is needed, please 
communicate with the BSA/AML Officer to determine a more appropriate deadline.   

 
10. Why do we have to do this?  The procedures to KNOW YOUR CUSTOMER have evolved into a 

much formal process in the past few years.  Regulators are closely monitoring the progress of all 
banks as they establish programs to identify and monitor accounts of high risk customers.   

 
11.  Will we receive any additional training?  Yes.  We will be conducting training sessions on how to 

complete the forms and better understand the risk rating process.  Watch your e-mail for more 
information on our upcoming training sessions. 

 
 

THANK YOU FOR YOUR ASSISTANCE. 
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