
     MEMORANDUM
DATE:  
[Insert Date]
 TO:  Board of Directors
FROM: 
[Insert Name]


Compliance Officer    
RE:  Annual Board Report for Identity Theft Red Flags and Address Discrepancies


Summary
The Identity Theft Prevention Program Policy was approved by the Board on [insert date of Board Approval]. Development and implementation of the Identity Theft Prevention Program was completed on [insert date of implementation]. Incidents related to identity theft have been tracked since the implementation of the program to determine the effectiveness of the policies and procedures and identify any training gaps in the program. 
Effectiveness of Policies and Procedures

Annual Staff training for the branch, lending and servicing staff on identity theft is done online through [insert name of computer based training method, for example] along with communicating periodic updates to policies and procedures as needed. The identity theft policies and procedures adequately address detecting and preventing identity theft. We conducted targeted training to reinforce the policies and procedures as a result of [insert number] identity theft incidents. 

Service Provider Arrangements

In accordance with our Vendor Due Diligence Policy, service provider contracts contain a provision that addresses the service provider's responsibility for security and confidentiality of our resources (e.g., consumer account information, hardware). The agreement prohibits the service provider and its agents from using or disclosing any information received from us, except as necessary to or consistent with providing the contracted services.
Incidents Related to Identity Theft and Management’s Response

Since implementation of the program, the Compliance Officer has tracked identity theft “red flags” which were reported to Branch Operations and required additional steps to protect the customer from identity theft. The majority of these incidents involved customers notifying the bank to report a theft of their personal information, or customers reporting unauthorized transactions on their periodic statements. Policies and procedures were followed to protect the customer from identity theft and prevent loss to the bank. 
In 2009, there were [insert number] incidents related to identity theft where reinforcement of the policies and procedures was necessary. A summary is included in the table on the next page. 
Recommendations for Material Changes to the Program

For the branch staff, it is recommended that reinforcement training communications continue to be sent as new incidents and methods of identity theft are reported, and the branch procedures updated as needed.
[include any additional recommendations, such as changes to software vendors, new procedures, revisions to the bank policy, etc.]

	Summary of Incidents Related to Identity Theft 
January - November 2009
	Total Number of Incidents

	Include a description of the incident and the amount of loss
	1

	Include a description of the incident and the amount of loss
	1



	Include a description of the incident and the amount of loss
	1

	Total Number of Incidents


	3

	Total Losses


	$0.00
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