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INTRODUCTION

Information related to the Bank and its customers is a highly valuable asset.  Information security is the protection of this asset from unauthorized use, disclosure, modification or destruction, whether accidental or intentional.  Protecting Bank and customer information is a responsibility of all employees that requires awareness and diligence.  

The Information Security Program Policy states:

“The confidentiality and protection of customer information is one of National Bank’s fundamental responsibilities.  While information is critical to providing quality service, we recognize that our most important asset is the trust of our customers.  Thus, the safekeeping of customer information is a priority for National Bank.   This policy applies to all forms of customer information, whether traditional or electronic, that is created, used or maintained by National Bank employees.”

The ultimate responsibility for safeguarding Bank and customer information lies with each individual employee.  Therefore, all employees who have access to systems that store and/or access such information are required to understand and comply with any and all specific policies, procedures, standards and guidelines established in support of the Information Security Program.

This Guide was created to assist Bank employees in safeguarding the information assets of the Bank as well as the confidential information of our customers.  The Guide is not a replacement of Bank policy but acts as a companion to the various policies that affect how employees protect Bank information.

Comments regarding this Guide should be sent to the Bank’s Information Security Officer.

GRAMM-LEACH-BLILEY ACT

The Financial Modernization Act of 1999, also known as the Gramm-Leach-Bliley Act (“GLBA”), requires banks to maintain procedures that protect consumers’ personal financial information.  There are three principal parts to the privacy requirements: 1) Financial Privacy Rule; 2) Safeguards Rule; and, 3) pretexting provisions.

The Financial Privacy Rule, also referred to as Regulation P, governs the collection and disclosure of customers’ personal financial information.  The Safeguards Rule requires the Bank to design, implement and maintain safeguards to protect customer information.  The pretexting provisions protect consumers from individuals and companies that obtain personal financial information under false pretenses - a practice known as “pretexting” (pretexting is covered in the Social Engineering section of this guide).  

COLLECTION OF CUSTOMER INFORMATION

Customer information is gathered from many different sources such as deposit accounts, loans, and other transactions with the Bank. 

When a customer opens a deposit account, we collect information about the customer such as their name, address, tax identification number, telephone numbers, date of birth, mother’s maiden name, driver’s license number, credit report information (such as ChexSystems) and their signature.

When a customer requests a loan, in addition to the information we would collect for a deposit account, we collect additional information related to employment, income, assets, existing liabilities, dependents, financial history and any other relevant information.

During the course of handling a deposit account or a loan, the Bank collects transaction information about a customer such as balances, payee information, overdrafts and non-sufficient funds, payment history, address changes and changes in credit or financial standing.

With the advent of the Internet we collect information from customers when they send us e-mail correspondence.

The Bank’s Privacy Policy describes in detail how the Bank manages customer information and under what circumstances such information may be released to third parties.  This policy is disclosed to Bank customers at the time a new account is established or upon request.  The Bank also rediscloses its Privacy Policy on an annual basis.  Exhibit “A” contains the Bank’s Privacy Policy.

MAINTENANCE OF CUSTOMER INFORMATION

Customer information, whether on paper or electronic form, may be maintained when the Bank transmits or stores information.

Information is transmitted when it moves from one person or place to another.  Examples of information transmission include but are not limited to:

	· Written Correspondence

· E-Mail

· Voice Mail

· Information posted or submitted on or through the Internet or our internal Intranet


	
	· FAX transmissions

· Telephone conversation

· Business meetings

· Presentations

· Wires and ACH transactions

· Scratch Paper, “sticky notes”

	
	
	

	
	
	

	
	
	


The Bank stores information maintained for reference and future action.  Examples of stored information include, but are not limited to:

	· Tapes, disks, databases, films or microfiche

· Computer and Network hard drives

· Shared LAN (Local Area Network) or WAN (Wide Area Network)

· Voicemail
	· 
	· Signature Cards

· Loan Files

· Hard copies of reports

· Statements and checks held at the branch

· All other paper containing customer information

	
	
	

	
	
	

	
	
	


IDENTITY THEFT

Identity theft is one of the fastest growing white-collar crimes in the U.S.  Banks absorb most of the economic losses from credit and deposit account fraud associated with theft of consumer identities.  The combination of these facts makes identity theft a significant issue for the Bank and a risk that every employee must be constantly aware of and continuously seeking to deter and detect.

Identity theft is the fraudulent use of an individual’s personal identifying information.  Often, identity thieves will use another individual’s personal information such as name, social security number, driver’s license number, mother’s maiden name, date of birth or account number, to fraudulently open new credit card accounts, charge existing credit card accounts, write checks, open bank accounts or obtain new loans.  

Identity thieves use various techniques to steal the information.  The following are examples of the most common techniques:

· Impersonating victims in order to obtain information from banks and other businesses;

· Stealing wallets that contain personal identification information and credit cards;

· Stealing bank statements from the mail;

· Diverting mail from its intended recipients by submitting a change of address form;

· Rummaging through trash for personal data;

· Stealing personal identification information from workplace records; or,

· Intercepting or otherwise obtaining information transmitted electronically.

Identity theft may go undetected for months and even years.  Victims of identity theft may not realize that someone has stolen their identity until they are denied credit or until a creditor attempts to collect an unpaid bill.

TYPES OF IDENTITY THEFT

There are two basic types of identity theft: 1) account takeover; and, 2) application fraud.  

Account takeover occurs when an identity thief acquires a victim’s existing account information and purchases products and services using either the actual credit card/check or the account number and expiration date.  

Application fraud is what is referred to as “true name fraud.”  With application fraud, the thief uses the victim’s social security number and other identifying information to open new accounts in the victim’s name – but the phone and/or address information is usually changed to that which is controlled by the thief in order to prevent the victim from learning of the theft and to facilitate the receipt of fraudulent credit cards, etc.  

VERIFYING CUSTOMER IDENTITY

In order to reduce the risk of establishing fraudulent accounts or divulging confidential customer information to identity thieves, each Bank department that deals with customer information has developed specific verification procedures to guide employees in confirming the customer’s identity before establishing a new account or releasing customer information.  Bank procedures may involve a combination of positive, logical and negative verification procedures.

Positive Verification:  These procedures involve the comparison of information provided to information maintained by third parties (for new accounts) or Bank systems (existing customers).  For example, an identity thief may provide the true name of an individual and a correct phone number, but an erroneous address.  The Bank could detect this discrepancy by checking the address information contained on a credit report (i.e., ChexSystems, Experian, Equifax, Trans Union) or in the Bank’s Customer Information File.  Another example includes contacting an applicant’s employer.  An identity thief may provide the name of a legitimate employer, but may not provide the correct telephone number.  Whenever contacting a reference the Bank employee should not rely on the number provided but instead should use the phone book or the Internet white/yellow pages directory to independently verify the telephone number.  

Logical Verification:  These procedures assess the consistency of the information provided on an application.  Logical verification may reveal inconsistencies in the information provided by an applicant.  For example, the Bank can verify if the telephone area code provided on the application corresponds to the address provided or whether the customer lives/works near the branch.  Inconsistent information does not automatically indicate fraud.  For example, a customer may use a cell phone that is assigned to a different area code than the customer’s home address.  In such instances, the employee should inquire regarding the inconsistency to determine if the information provided appears reasonable.

Negative Verification:  These procedures ensure that information provided on an application has not previously been associated with fraudulent activity.  Reviewing credit reports for fraud indicators is a form of negative verification.

ASSISTING VICTIMS OF IDENTITY THEFT

The nationwide increase in identity theft crimes makes it likely that customer service employees will encounter Bank customers who have become victimized by identity thieves.  If a customer requests assistance in resolving a case of identity theft, employees should provide the following information:

· Suggest that the customer contact the fraud departments of each of the three major credit bureaus and request that the credit bureaus place a “fraud alert” and a “victim’s statement” in the customer’s credit file.  The fraud alert puts creditors on notice that the customer has been the victim of fraud and the victim’s statement asks creditors not to open additional accounts without first contacting the customer.  The following are the phone numbers of the three national credit bureaus:  

· Equifax (800) 525-6285; 

· Experian (888) 397-3742; and, 

· Trans Union (800) 680-7289;

· Suggest that the customer request from the credit bureaus a free credit report.  Credit bureaus must provide a free credit report if the customer believes the report is inaccurate due to fraud;

· Suggest that the customer review the credit reports in detail to determine if any fraudulent accounts have been established.  The customer should also determine if any unknown inquiries have been made.  Unknown inquiries may be indicators of someone attempting to establish a fraudulent account;

· Suggest that the customer contact all financial institutions and creditors where the customer has accounts.  The customer should request that they restrict access to the customer’s account, change any password or close the account altogether, if there is evidence that the account has been the target of identity theft.

· Suggest that the customer file a police report to document the crime; and,

· Suggest that the customer contact the Federal Trade Commission (“FTC”) Identity Theft Hotline at (877) ID-THEFT (438-4338).  The FTC puts the information into a secure consumer fraud database and shares it with local, state and federal law enforcement agencies.  You may also refer the customer to the following Web site – www.consumer.gov/idtheft.  These resources can provide the customer with step-by-step assistance in handling identity theft.  

SOCIAL ENGINEERING

Social engineering is the attempt to manipulate or trick a person into providing confidential information to an individual that is not authorized to receive such information.  In banking there are four common types of social engineering techniques: 1) pretext calling; 2) dumpster diving; 3) shoulder surfing; and, 4) identity theft.  This section will cover the first three.  Identity theft was covered in the prior section.

PRETEXT CALLING

Pretext calling is a fraudulent means of obtaining an individual’s personal information.  Armed with limited information, such as a customer’s name, address and/or social security number, a pretext caller may pose as a customer or an employee in an attempt to convince a Bank employee to divulge confidential information.  

Information obtained through pretext calling may be sold to debt collection services, attorneys and private investigators for use in court proceedings.  Identity thieves may also engage in pretext calling to obtain personal information for use in creating fraudulent accounts.  In some instances, pretext callers may call an institution repeatedly until the caller finds an employee willing to provide the information.

Pretext calling is difficult to detect.  While information brokers and private investigators routinely advertise of their ability to locate and provide specific information about individual bank accounts, banks and their customers are likely to be unaware that they have been the victims of “pretexting” (i.e., the use of some form of pretext to obtain customer information).  Unless the pretexting ultimately leads to identity theft, it may go undetected altogether.

Each department within the Bank that deals with customers and customer information has implemented specific procedures to protect customer information from being inappropriately released to third parties.  Each employee is responsible for understanding and complying with the department-specific procedures.  

The list below identifies potential pretext caller situations.  While calls that resemble these examples are not necessarily pretext calls, extra care should be taken to ensure the authenticity of the call:

· A caller who cannot provide all relevant information;

· An employee caller that cannot provide basic security information that is readily available to all employees;

· An employee caller whose Caller ID does not agree with that employee’s location;

· A caller who is abusive and attempts to get information through intimidation;

· A caller who tries to distract the Bank employee by being overly friendly or engaging the employee in unrelated “chit-chat” in an effort to change the employee’s focus; and,

· Any caller who appears to be trying to get the employee to circumvent Bank policy through some tactic that is intended to persuade the employee.

Pretext callers may “nibble” Bank employees until they build a complete customer profile.  Callers may also nibble for information about Bank employees.  Nibbling refers to calling and obtaining what appears to be small, insignificant information.  However, through nibbling, the pretext caller places multiple calls to different Bank locations, each time collecting an additional piece of information.  After numerous successful attempts the pretext caller has obtained sufficient information to create a complete profile.  As such, employees need to treat all information as highly sensitive and confidential.

DUMPSTER DIVING

Dumpster diving is a common technique used by identity thieves to obtain confidential information.  Dumpster diving involves rummaging through a company’s trash to collect customer information.  Identity thieves can rummage through office trash cans or through large dumpsters.  Either way, the objective is to gather information that has been carelessly thrown away.

Branch personnel should periodically empty the trash receptacles near the check-writing counter.  Many customers discard account information in the receptacle that could be taken and used inappropriately.

The Bank has implemented the following procedures to prevent the use of dumpster diving:

· Shred Bins:  Any documents that contain confidential company or customer information must be discarded into one of the many shred bins located throughout the Bank.  The use of shred bins ensures that confidential documents are not discarded with the Bank’s usual rubbish and as such are not susceptible to dumpster diving attempts.

· Paper Shredders:  In the event shred bins are not available, Bank employees must utilize paper shredders to destroy confidential information.  

SHOULDER SURFING

Procedures that prevent identity theft and ensure adequate protection of confidential information extend beyond pretext calling and dumpster diving.  Adequate security procedures also require employees to protect against “shoulder surfers.”

Shoulder surfers are criminals that acquire personal information through eavesdropping.  Shoulder surfers may obtain information while standing in line at a Bank branch or ATM.  Others may use binoculars to spy on their victims.  Still others may stand outside branch windows and observe computer screens that contain confidential account information.  In all instances, the objective is to obtain confidential information.

The risk of shoulder surfing requires all employees to be aware of their surrounding when working with confidential information.  The following are some steps that should be taken by Bank employees to ensure protection from shoulder surfers:

· Ensure that computer monitors are positioned in a manner that prevents individuals from observing confidential information (i.e., do not place computer screen in plain view of windows or spaces accessible by the public).  If this is not feasible then the employee should request a protective screen that is placed on the monitor to prevent others from easily viewing the contents of the computer screen;

· When in a face-to-face situation with a customer, ensure that the sharing of confidential information is provided in writing.  To prevent someone from learning the information through eavesdropping, do not request that the customer provide such information verbally.  The same practice applies when the employee provides the customer with confidential information.  Remember to properly dispose of such information after it has been provided; and,

· Ensure that adequate space exists between customers conducting transactions and other customers standing in line.  Proper spacing will enhance customer privacy and deter criminals from acquiring confidential information such as PIN, account number, balance, etc.  

PASSWORDS

Passwords are unique strings of characters that employees provide in conjunction with a User ID, to gain access to an information resource.  Passwords are an important aspect of information security because they are the first line of defense in protecting Bank and customer information.  Passwords are intended to be difficult to guess but still easy to remember.  A poorly chosen password may result in the compromise of confidential information that could adversely affect both the Bank and its customers. 

All employees are responsible for taking the appropriate steps to select and secure their passwords.  This section establishes best practices for password selection as well as protection and use of passwords.

GENERAL PASSWORD GUIDELINES

Bank employees use passwords to access various resources.  These resources include access to personal computers, the network, voicemail, Metavante, the Internet, etc.  User IDs and passwords are used to authenticate employees to the particular resource and are used to track user activity while using that resource.  Temporary passwords are usually assigned to employees when access is initially granted to a resource.  It then becomes the employee’s responsibility to establish a strong secure password.

Employees must be aware of the characteristics of strong and weak passwords in order to ensure adequate protection of Bank and customer information.  If someone obtains an employee’s User ID and password, that individual can imitate the employee without the system knowing.  Any damage created by the intruder will appear to have been created by the employee.

Poor, weak passwords have the following characteristics:

· The password contains less than eight characters;

· The password is a word found in a dictionary;

· The password is a common usage word such as:

· Names of family, pets, friends, co-workers, sports, teams, movies, shows, license plate number, birth dates, etc.;

· Computer terms and names, commands, sites, companies, hardware, software;

· The words “CNB,” “CalNationalBank,” “CalNational,” etc.;

· Birthdays, social security number, User ID and other personal information such as addresses and phone numbers;

· Word, number or keyboard patterns like “aaabbb,” “qwerty,” “123321;”

· Repeating patterns like SwC@QE1, SwC@QE2, SwC@QE3, etc.;
· Any of the above preceded or followed by a digit (i.e., “CalNationalBank03”);

· Any of the above spelled backwards; or,

· All the same characters or digits, or other commonly used or easily guessed formats.

Strong passwords have the following characteristics:

· Contain both upper and lower case letters;

· Have digits and punctuation characters as well as letters;

· Are at least eight characters long;

· Are not a word in any language, slang, dialect, jargon, etc.; and,

· Are not based on personal information, names of family, etc.

Employees should refrain from writing down the password.  Instead, employees should create passwords that can be easily remembered.  One way to accomplish this is to create a password based on a song title, affirmation or other phrase.  For example, the phrase might be “Everyday I write the book” and the password could be “ED1rtb@@k” or some other variation.

PASSWORD PROTECTION

Refrain from using the same password for Bank accounts as for other non-Bank accounts (i.e., personal email account, etc.).  When possible, refrain from using the same password for multiple Bank accounts.  For example, use a different password for network and email access.  Do not share passwords with anyone, including Bank personnel.  All passwords must be treated as highly sensitive information.

The following is a list of things that employees should NOT do:

1. Don’t reveal your password over the phone to anyone – not even individuals who claim to be calling from the IT Department;

2. Don’t reveal your password in an email message;

3. Don’t reveal your password to your manager or any other Bank employee;

4. Don’t talk about your password in front of others;

5. Don’t hint at the format of a password (i.e., “my family name”);

6. Don’t reveal your password on questionnaires or security forms;

7. Don’t share your password with family members; 

8. Don’t reveal your password to co-workers while on vacation;

9. Don’t leave your password anywhere on or near your workstation (i.e., post-it notes, under mouse pads, etc.); and,

10. Don’t create passwords for group use or shared passwords.  Passwords should be unique to each person.

Do not provide your password to anyone who requests or demands it.  Refer the incident to the Bank’s Information Security Officer.  Call the IT Department immediately to change your password if you suspect that your password has been compromised.

CHANGING PASSWORDS

Bank policy requires passwords to be changed regularly, but an employee may change a password at any time if there is a possibility that the password has been compromised.  Generally, the Bank’s various computer systems do not permit employees to reuse a previously used password for a minimum period of time, as defined by the system.  For example, a system may prevent employees from using the same password in a six-month period.  Systems prompt for password changes when change is required.  To save time and effort, passwords should be changed before they expire.

If a password has been compromised or forgotten, the user may obtain a new password or have their password reset by contacting the appropriate department (i.e., IT Department, Training Department, etc.).  
For more information on password standards contact the Information Technology Department Help Desk.

EMAIL

The Bank grants email capabilities to certain employees in order to provide an efficient manner of communication among Bank employees and with individuals outside the Bank.  If used appropriately, email has the potential to offer the following benefits to Bank employees:

· Encouragement of team work – particularly among individuals who are geographically dispersed;

· Cost-effective and environmentally-friendly means of day-to-day communication;

· Ability to disseminate information in a timely manner; and,

· Rapid delivery of administrative information to Bank personnel.

The use of email also creates risks to the Bank that must be properly managed to ensure adequate protection of Bank assets as well as customer information.  Risks created through the use of email include:

· Inadequate awareness among email users regarding the fact that email is not a secure form of communication and that privacy and confidentiality are not guaranteed by the Bank;

· Delivery of inappropriate material to and from Bank email accounts;

· Problems related to information overload when large quantities of information, some of marginal value, are delivered to individuals’ email accounts; and,

· Difficulty in controlling record keeping and legal liability issues.

EXPECTATION OF PRIVACY

While employees are provided with email passwords, the use of such passwords is not intended to assure employees that email communications will be kept confidential.  The Bank maintains the right to access any employee’s email communications and to retrieve stored email information.

APPROPRIATE USE

Email capabilities are provided strictly for business purposes.  Emails sent and received by Bank employees are considered Bank property.  The use of email via the Bank’s facilities and/or equipment, by an employee, constitutes acknowledgment and understanding that the employee is representing the Bank.  

Incidental and occasional personal use of email is permitted.  However, such use will not be confidential and must comply with this section of the Guide as well as any other Bank policies covering such use.  Further, any incidental email usage may not interfere with the employee’s official duties and must have a minimal effect on the Bank.

GENERAL GUIDELINES

1. The email system should not be used to communicate confidential Bank or customer information to anyone outside the Bank.

2. Bank employees are prohibited from reading email communications delivered to another Bank employee’s mailbox without proper authorization from Bank management.  Further, any employee who receives an email communication intended for someone else, must immediately inform the sender that the email communication was sent to the wrong person.  The employee must then delete the email communication.

3. The email system must not be used for any form of harassment, threat or any communication that could be deemed abusive, defamatory, obscene, offensive, derogatory or otherwise inappropriate, illegal or unrelated to Bank business.  This includes a prohibition against email communications that harass or offend on the basis of race, color, religious belief, sex, sexual orientation, national origin, ancestry, age, marital status, disability, mental condition or veteran status.  

4. Employees may not use the email system for the purpose of personal or non-Bank solicitations (i.e., spam, etc.).  Examples include but are not limited to, anything in conjunction with an employee’s outside business endeavors or sales of any product or outside service (i.e., home products, cosmetics, etc.).

5. Employees may not use the email system to deliver messages related to political issues (i.e., encouraging or advocating a certain position, bill, etc.) unless there is a compelling business reason.  Prior approval must be obtained from management.

6. Messages that violate Bank policy or that are contrary to supervisory instructions are not permitted.

7. Personal announcements (i.e., items for sale, requests for roommates, etc.) are not permitted.

8. The email system may not be used to create or forward “chain letters,” “ponzi” or “pyramid” schemes of any type.

9. Posting non-business-related messages to Internet newsgroups using the Bank’s email account is prohibited.

10. Employees should exercise good judgment in the use of email distribution lists (i.e., Employees, Branch Managers, etc); these lists are developed for the convenience of the sender and unnecessary or frivolous messages should not be sent.  Employees should limit the distribution of email to the smallest group possible in order to eliminate unnecessary congestion on the Bank’s computer network.

11. Employees should delete unwanted email messages as soon as practical and should log off the email system when leaving their workstation for an extended period of time.

12. Employees must avoid opening email attachments received from unknown senders, which may contain viruses or other malicious computer programs.

13. Employees are prohibited from sharing with third parties the email addresses of Bank employees for the purpose of marketing (i.e., spamming) to these employees.

14. Employees must not use their company email address to sign up for non-business related Internet email lists.

15. Employees have the responsibility of reporting to the Director of IT, any case of misuse of email resources.

SECURITY

Email messages are not secure.  Risks to email include someone intercepting the message during transit or the message being inadvertently delivered to the wrong person.  Another risk is someone forwarding a private/confidential email to someone else.  These risks are increased when email is accessed/delivered through the use of Webmail.

As such, employees should never include anything in an email message that is private or confidential or that could create the risk of litigation or otherwise put the Bank at risk.  The following are some examples of information that should not be included in an email:

1. Passwords;

2. Confidential Bank or customer information (when delivering an email to an external party); or,

3. Company secrets such as trade secrets, contracts, strategic plans, etc (when delivering an email to an external party).

LEGAL IMPLICATIONS

Email is a formal means of business communication.  Erasing an email does not necessarily erase all copies of the email.  Archived copies of the email may reside for substantial periods of time, in the Bank’s records.  Archived copies of emails are subject to the same right to access as messages stored in an employee’s mailbox.  For these reasons, employees should refrain from including in an email anything that they would not ordinarily include in a memorandum or state in the open or in a court of law.  

Employees must be aware that email is subject to the full range of state and federal laws and regulations that apply to other forms of communication.  Applicable laws and regulations affect issues such as copyrights, anti-discrimination, defamation, privacy, harassment, etc.

The ease of use and ability to conveniently contact a larger group of individuals makes it possible to inadvertently break the law or breach security and privacy.  Through the use of law, regulation or agreement, certain third parties including attorneys and government agencies, may require the Bank to grant them access to stored email.  

CALIFORNIA PRIVACY LAW

This section is provided to inform employees of the compliance requirements imposed by Senate Bill 1386 implemented as Section 1798.82 of the California Civil Code (the “Privacy Law”).  The Privacy Law was implemented in response to the growing concern over identity theft.

Effective July 1, 2003, the Bank must comply with certain disclosure requirements if the Bank determines that the security of certain customer information maintained in electronic form has been “breached”.  

Any business operating in California or with Californians, that maintains (or contracts with a third party to maintain) personal information belonging to California residents, in any computerized form (databases, spreadsheets, Word documents, etc.) must comply with the Privacy Law.  

If the Bank has a security breach resulting in the unauthorized access of unencrypted personal information the Bank must disclose this fact to the California residents affected by the breach.  Disclosure must take place as soon as possible, provided it does not hinder law enforcement in its investigation of a criminal offense.  

The Privacy Law has such a broad application that it does not matter where the data is physically maintained (i.e., offices, offices, vendor offices, etc.).  The law applies as long as the Bank stores or uses a third party to electronically store personal information about current California residents.  

SECURITY BREACH EXAMPLES

The following are some examples of security breaches:

· A person gains access to a computer terminal and is able to obtain the “personal information” of a Bank customer(s);

· Employee emails a file containing “personal information” to an individual outside the Bank for purposes other than official Bank business;

· Employee takes home and subsequently loses a CD containing customer loan information;

· Employee loses a laptop containing customer loan write-ups and other loan application information;

· Diskette containing “personal information” is stolen; and,

· Employee copies customer “personal information” to a diskette and uses information for unauthorized purposes.

RISKS

Noncompliance with the Privacy Law can result in litigation risk in the form of civil damages and/or lawsuits against the Bank.  Another significant risk to the Bank is the reputation risk.  A breach of personal information can create significant public relations challenges and the potential for the loss of customers.

BANK PROCEDURES

The most effective means of complying with the Privacy Law is to prevent the breach of any customer information.  Breaches are prevented by exercising due care when working with customer data or computer systems that access such data.  

Examples of due care include:

· Logging off of the network when leaving a computer/workstation for an extended period of time;

· Using password protected screensavers (contact IT Department for assistance in setting up screensavers);

· Refraining from copying customers’ personal information on disks or CDs;

· Keeping disks and CDs that contain personal information in a secure location;

· Never emailing outside of the Bank any documents/files that contain confidential information;

· Ensure your workstation (PC) is positioned in a manner that prevents someone from viewing confidential information;

· Protecting passwords; and,

· Being alert to suspicious activity related to the theft/compromise of personal information.

In the event an employee discovers a breach of customer information, the following procedures must be completed to report the breach to senior management.

1. Employee that discovers breach must immediately notify his/her manager.

2. Manager must contact the Bank’s Information Security Officer and provide a full report of the incident.  

3. Information Security Officer will commence a preliminary investigation. The investigation will include an interview of all individuals with knowledge of the breach. The Information Security Officer will coordinate the investigation with the Bank’s Director of Information Technology and the Director of Security.

4. If the investigation determines that a breach has occurred, the Information Security Officer will inform the Executive Management Committee.

5. Through consultation with the Director of Security and the Executive Management Committee, the Information Security Officer will determine whether to inform law enforcement authorities.

6. The Information Security Officer will create a draft customer disclosure that complies with the requirements of Section 1798.29 of the California Civil Code. The draft disclosure will be provided to the Executive Management Committee along with a recommended disclosure method (mail, Web site, etc.) as permitted by Section 1798.29 of the California Civil Code

7. Upon approval of the disclosure and disclosure plan, the Information Security Officer will coordinate with the appropriate Bank department(s) to deliver the notice in a timely manner. All disclosures will comply with requests from law enforcement agencies regarding timing and content, if applicable.

8. The Information Security Officer will provide a detailed incident report to the Board of Directors at the following Board meeting, including a risk assessment related to the breach that includes an assessment of actual damages as well as potential damages.

Prompt reporting of a breach allows the Bank to: 1) prevent future similar breaches; 2) determine the source of the breach; and, 3) involve law enforcement at an early stage, if applicable. 

RIGHT TO FINANCIAL PRIVACY ACT

In 1978, the Right to Financial Privacy Act (“RTFPA”) was passed.  The RTFPA establishes procedures that federal government agencies must follow in order to obtain confidential customer information.  The RTFPA requires the Bank to make sure that these requirements are met prior to releasing customer information to a government agency.
No government agency may access or obtain any customer information maintained by the Bank unless the customer information that is being requested is reasonably described and at least one of the following is provided to the Bank: 

· An administrative or judicial subpoena or summons;

· A search warrant;

· A formal written request; or,

· The Customer’s written authorization.

ADMINISTRATIVE OR JUDICIAL SUBPOENAS AND SUMMONS

A government agency may obtain customer records through an administrative or judicial subpoena or summons otherwise authorized by law only if the records sought are relevant to a legitimate law enforcement inquiry.  The customer must be served a copy of the subpoena or one must be sent to the last known mailing address on or before the date the Bank received the subpoena or summons. 

The customer must also be given a notice that states with reasonable preciseness the essence of the law enforcement inquiry.  Federal law requires the Bank to wait 10 days after the customer has been served the notice or 14 days from the mailing date in order to give the customer a chance to challenge the subpoena or summons. 

SEARCH WARRANTS

A government agency may obtain customer information if it obtains a search warrant pursuant to the Federal Rules of Criminal Procedure.  The government agency must mail a copy of the search warrant along with a notice to the customer’s last known address no later than 90 days after the government agency serves the search warrant.  The notice must state the government agency that obtained the information, the date the information was obtained and the reason for obtaining the information.

FORMAL WRITTEN REQUESTS

A government agency may request customer information pursuant to a formal written request only if:

· No administrative summons or subpoena reasonably appears to be available to that government agency to obtain customer information for the purpose in which they are sought;

· The request is authorized by regulations promulgated by the head of the agency or department;

· There is reason to believe that the records are sought relevant to a legitimate law enforcement inquiry;

· The customer has been served a copy of the request or one has been mailed to the last known address on or before the date the request was made to the Bank, together with a notice stating with reasonable specificity, the nature of the law enforcement inquiry; and,

· Ten days have expired from the date of service or 14 days from the date of mailing and within such period the customer has not filed a sworn statement and application to enjoin the government agency in the appropriate court. 

CUSTOMER AUTHORIZATION

A customer may authorize disclosure of information to a government agency.  The customer must furnish to both the Bank and the government agency, a signed and dated statement which:

· Authorizes such disclosure for a period not in excess of three months;

· States that the customer may revoke such authorization at any time before the information is disclosed;

· Identifies the specific information that is authorized to be disclosed;

· Specifies the purposes for which, and the government agency to which, such information may be disclosed; and,

· States the customer’s rights under the RTFPA.

The customer has the right, unless the Government authority obtains a court order, to obtain a copy of the information disclosed to the government agency as well as the identity of the government agency that requested the information.

DELAYED NOTICE TO CUSTOMER

The customer notice may be delayed by order of an appropriate court if:

· The investigation being conducted is within the lawful jurisdiction of the government agency seeking the information;

· There is reason to believe that the information being sought is relevant to a legitimate law enforcement inquiry; and,

· There is reason to believe that such notice will result in:

· Endangering the life or physical safety of any person;

· Flight from prosecution;

· Destruction of or tampering with evidence;

· Intimidation of a potential witness; or,

· Otherwise seriously jeopardizing an investigation or official proceeding or unduly delaying a trial or ongoing official proceeding.

PROCEDURES

Employees must immediately deliver to the manager of Central Banking Services, any request from a government agency seeking customer information.  Employees should not provide any information to the government agency – regardless what the agency may state regarding their authorization.  Only Central Banking Services is authorized to process such requests.

SUSPICIOUS ACTIVITY

Certain transactions can indicate a potential identity theft transaction.  If a situation or transaction appears suspicious employees are required to conduct appropriate follow up prior to completing the transaction or opening an account.  Procedures vary among Bank departments and as such, employees should refer to department procedures or management.  The following are examples of transactions that could potentially result from identity theft:

· Fraud alert contained on credit report;

· Late payments reflected on a credit report in the absence of a previous history of late payments;

· Indication on credit report of numerous credit inquiries in a short period of time;

· Higher-than-usual monthly credit balances; or,

· Recent change of address in conjunction with other signs.

REPORTING SUSPICIOUS TRANSACTIONS

The Bank places significant responsibility on employees regarding the identification of potential identity theft transactions.  This responsibility is placed on employees, particularly branch and customer service employees, because employees are the Bank’s first and most effective line of defense against fraudulent transactions stemming from identity theft.

Through use of the Bank’s procedures, employees will generally resolve most transactions that may initially appear suspicious.  However, on occasion it will not be possible to resolve the suspicious nature of a transaction.  Under these circumstances employees must refer these suspicious transactions to the Bank’s Loss Prevention Officer.  

The Bank has developed procedures for reporting suspicious activity.  It is important that each employee be familiar with these procedures.  Reporting of suspicious transactions is required not only by policy but also by federal regulation.  The Bank is subject to punitive actions if the Bank is found negligent in its reporting responsibilities.  Listed below are some examples of suspicious transactions that should be referred to the Loss Prevention Officer:

· Customer has clearly altered the identification provided (i.e., drivers license has been laminated with new photo, descriptive identifying information such as date of birth appears altered; etc.);

· Identification information does not agree to the characteristics of individual (i.e., ID states 5 feet tall but individual appears significantly taller, etc.);

· Issuance of social security number does not appear to fit the customer’s profile (i.e., date SSN was issued does not agree to customer’s age); 

· Customer is reluctant or refuses to remove identification card from wallet, pocketbook, etc;

OTHER CONSIDERATIONS

This section of the Guide covers other important aspects of information security.  

DOWNLOADING SOFTWARE

Downloading unlicensed software is a violation of copyright laws, and downloading any software from the Internet, including screensavers, without appropriate controls and testing puts the Bank at risk.  Do not download software from the Internet without the written approval from the Director of Information Technology.  The purchase and installation of any software on Bank computers must be approved by the Director of Information Technology.

The Bank may review, monitor and record computer data without notice or permission and investigate unauthorized and/or improper access or use.  

LAPTOP SECURITY

The following are some basic techniques to protect laptop computers and to secure information on laptop computers:

· Do not disable or alter the anti-virus software that is installed on laptop computers;

· Do not program passwords, User IDs, private encryption keys or personal information on a laptop;

· Store back up diskettes or CD’s separately from the laptop device;

· Do not leave the laptop unattended, whether in an unlocked, unattended vehicle, in plain view in hotel rooms, or overnight at your workstation in the office;

· Exercise caution with laptops in airports, especially at security screening checkpoints; and, 

· Immediately report lost or stolen laptops to the Director of Information Technology.

FAX MACHINES

Fax machines present a potential information security risk.  It is important to ensure that no confidential information is left unattended on a fax machine.  Further, fax machines generally print the first page of any communication sent as the delivery confirmation.  If a cover page is not used then the confirmation page may include confidential information that may be forgotten or discarded inappropriately.  Confidential messages sent by FAX must be clearly marked with a confidentiality disclaimer.  

INTERNET SECURITY CONCERNS

Viruses and hackers are active on the Internet and try to create and exploit security vulnerabilities.  Security services ensuring confidentiality, integrity and authenticity are not automatically provided when using the Internet or Web.  In addition, information from Internet sites cannot be relied upon to be authentic or accurate.  As such, employees must exercise common sense and due care when using the Internet.

PHYSICAL SECURITY

The Bank has implemented physical security procedures to protect the security of its people and assets.  Examples of security measures include the use of keypad access to protected areas, visitor badges for non-employees and keys for entry into secure areas.

Secured doors must NEVER be left propped open while unattended.  All visitors to the corporate offices must be sent to the fourth floor receptionist to obtain a “visitor” badge.  Further, all visitors must be escorted within secured areas.

Bank employees are expected to remain diligent at all times in order to identify and report suspicious individuals.  Employees should immediately contact the Bank’s Director of Security when suspicious activities or individuals have been identified.

MONITORING AND INSPECTIONS

To help ensure that Bank employees work in a safe and secure environment, the Bank reserves the right to take certain actions to protect the safety and security of employees, customers, agents, vendors, and the company’s property and premises.  These actions, in accordance with applicable law, include recording, monitoring, conducting surveillance, inspecting and/or reviewing:

· Company premises and property, or Bank resources, including work areas, lockers, interoffice/business mail, e-mail, computers, telephones, voice mail, internet, intranet, or any other communication system established for business purpose;

· Employees’ personal property located on company premises and employees’ personal banking transactions at the Bank; and,

Employees are expected to cooperate in company inspections, monitoring, and recording.

EXHIBITS

EXHIBIT “A” – Bank’s Privacy Policy

We realize that our customers entrust us with personal information, and it is our policy to maintain our customers' information in a confidential manner. We are committed to protecting the security and privacy of our customers' personal information, as well as personal information of all consumers who visit our bank. 

Information We Collect

We collect nonpublic personal information about you from the following sources:

· Information we receive from you on applications or other forms

· Information about your transactions with us, our affiliates, or others

· Information we receive from a consumer reporting agency 

Protecting Children’s Privacy Online
We feel strongly about protecting the privacy of children.  As such, we do not knowingly collect or use personal information from children under the age of 13, through the Bank’s web site, without obtaining verifiable consent from their parents and or legal guardian.  Should we determine that a child under the age of 13 sent or otherwise provided personal information to us, that information will be used only to obtain consent from their parent and or legal guardian.

Sharing Customer Information

We do not disclose any nonpublic personal information about our customers to nonaffiliated third parties except as set forth in this policy and as permitted by law. For example, we share information that is necessary to service your account, protect against fraud, or when we contract with third party agents or service providers to provide products or services on our behalf.

We may also disclose, as permitted by law, all of the information we collect as described above, to companies that perform marketing services on our behalf or to other financial institutions with which we have joint marketing agreements.

Fair Credit Reporting Act Notice of Sharing Information with Affiliates
From time to time, we may disclose information regarding our experiences and transactions with you to financial service providers, such as other banks, with which we are related by common ownership or affiliated by corporate control, so that they may offer or provide additional services to you. We also may share other information we obtain about you (e.g., from third parties, such as credit reporting agencies) with those companies, unless you notify us before the information is initially communicated that you do not want us to share that information. You can tell us not to share such information by requesting a Privacy Notice disclosure, or by writing to us at:

National Bank Attn: Marketing Department - MC #843,
Maintenance of Accurate Information
We continually strive to maintain complete and accurate information about you and your accounts. Should you ever believe that our records contain inaccurate or incomplete information about you, please notify us. We will investigate your concerns and correct any inaccuracies.

Sharing of Former Customer Information
We share and protect information about former customers the same way we share and protect information about current customers as described above.

Confidentiality and Security
We allow access to nonpublic personal information about you only to those employees who have a need to know that information in order to provide products or services to you. Our employees are trained to respect customer privacy and to access customer information only when they have a business reason to know the information. In addition, we maintain physical, electronic, and procedural safeguards that comply with federal regulations to safeguard your nonpublic information.

If you do not want us to share your information with our affiliates as described above, write to us at:

National Bank Attn: Marketing Department - MC #843,
ACKNOWLEDGEMENT

I, the undersigned, hereby state that I have read, fully understand, and will comply with the above-referenced Employee Guide to Information Security.  I understand that this acknowledgment in no way alters the at-will employment policies of Corporation.

Dated: _


,  200___

Employee’s Signature

Employee’s Name (type or print)

Department

Return this form to the Bank’s Information Security Officer MC 803

This Guide was contributed to Banker Tools by its author, Jesse Torres CIA CISA CISSP.  http://www.bankersonline.com/tools/tools.html 
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