KLEIN FINANCIAL, INC.

PROCEDURE MANUAL

OFAC Compliance                                                                               Revised 1/16/02             

PURPOSE: 
The purpose of this OFAC procedure is to completely comply with OFAC regulators, and to help ensure no funds are transferred into or out of accounts blocked in accordance with OFAC sanctions.  This includes not opening an account for someone that appears on the OFAC list, not allowing a Wire Transfer to be sent to someone that appears on the OFAC list, not selling an official check to someone that appears on the OFAC list, etc.  

KFI banks originate wire transfers, issue Official Checks, sell Travelers Checks, and more.  The list should be checked when the customer / client or receiver of funds is not known.  OFAC Compliance is necessary to ensure that no transactions of any type are completed for entities that appear on the OFAC List.

BACKGROUND:

The Office of Foreign Assets Control (“OFAC”) oversees the enforcement of federally-mandated economic sanctions against certain foreign governments, financial institutions, and "specially designated nationals" (individuals or companies which have been named as targets of sanctions either due to drug trafficking, terrorism, or some other illegal activity.) To comply with the regulations, KFI Banks must have a compliance program in place so that we are able to react to frequent changes to the sanction lists, and can identify accounts or transactions that would be subject to the sanctions. 

The OFAC sanctions are numerous and varied. The actual prohibited transactions or requirements vary, depending upon the sanctions applicable to a particular entity.  Total compliance with OFAC sanctions requires a great deal of information, some of which my need to be obtained with legal assistance. Our procedures have been developed with this in mind, and do not address specific issues with specific governments or entities.

RETENTION:

SDN List must be kept current at all times (it is not necessary to keep prior SDN lists)

OFAC mandatory reporting – 5 years 

Listing if Blocked accounts – 5 years

Listing of Unblocked accounts – 5 years after date of release

Legal Opinions and research – permanent

Listing of Suspect “Hit’s” – 5 years

RESPONSIBILITY:

All Bank personnel 

PROCEDURES: 

The Specially Designated Nationals (SDN) List…

The SDN list is the most important piece of the OFAC compliance process.  This is the master list, created and updated by OFAC, of all entities and institutions that are affected by OFAC sanctions in some way.

The Central Operations Division is responsible for ensuring that the SDN list is kept current.  Central Operations will e-mail a designated bank contact a copy of the SDN list each time it is updated. Upon receipt of the list, the designated bank contact will save the updated list to the banks Shared directory, in the designated location.  (It is recommended that each bank create a sub-folder in the shared directory called “OFAC” to make sure bank employees can easily locate the SDN list when it is needed. To make data retrieval even easier, the LAN Administrator for each bank may chose to create a “shortcut” on the desktop of every PC).

Maintain a Current SDN List

1. When the e-mail containing the updated SDN List is received, the designated bank contact will save the list to the Shared Directory.
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b. select the appropriate folder on the bank Shared Directory, and click SAVE (it is not necessary to name the file --- the name will default automatically when the SAVE AS box is opened)


c. Using MS Word or Windows Explorer, locate the old version of the SDN list (In Explorer, this is done by selecting the appropriate folder.  In MS Word, use the File / Open command to locate the file, but DO NOT actually open the file)

d. Using your Mouse, RIGHT CLICK the file, and select DELETE from the menu.  Say YES to delete the file.  WARNING: Once a file is deleted, it is cumbersome to restore.  Make sure you select the correct file to delete.


Reviewing the SDN List

1. Open the OFAC Document, using MS Word

2. From the main menu bar, select EDIT / FIND


3. Make sure that the “FIND” tab is selected.  In the “FIND WHAT” box, type the name (or a portion of the name) that you are searching for.  Click “FIND NEXT” to begin your search.

4. If the name is not found in the document, you will receive a message informing you that the text was not found.  This means you can proceed as normal with the transaction.  Close the OFAC document and continue to serve your customer.

5. If your search finds a match on the list, MS Word will highlight it.  Immediately alert your bank’s operations officer or OFAC Compliance officer (do not alert the customer at this time), and proceed to the section in these procedures called “Processing an OFAC “Hit””.


Manual SDN List Review

The SDN List serves as a “Front-line” compliance tool, and will be used by bank employees frequently.  The following transaction types are some examples of when a review of the SDN List is appropriate.  (Please note, this is a list of common transaction types, and is not meant to be an all-inclusive list.)

· The sale of a Money Order to a non-customer: Search the SDN List for the purchaser’s name.

· The sale of a cashier’s check to a non-customer: Search the SDN List for the purchaser’s name and the name of the payee.

· The sale of a US Savings Bond to a non-customer: Search the SDN List for the purchaser’s name and the name of the beneficiary.

· The sale of Travelers Checks to a non-customer: Search the SDN List for the purchaser’s name.

· The issuance of a loan to a non-customer: Search the SDN List for the borrower’s name.

· When opening ANY deposit (DDA, SAV, COD) account for a new customer (APPLIES ONLY TO BANKS NOT ON PREMIERE II PLATFORM): Search the SDN List for the customer’s name. Pay close attention to COD and SAV accounts, as these are not typically processed through Chex-Systems.

· When performing a Cash Advance for a non-customer

· When opening a Safe Deposit Box for a new customer
Automatic SDN List Review

New Accounts

When the KFI Banks migrate to the Premiere II Platform, their first step will be to perform a customer history check.  From one screen, you will be able to perform a Chex-Systems, as well as an OFAC search.  E-Funds, a division of Deluxe, will be performing the OFAC search of all new deposit accounts opened against the most current SDN List.  In the event that a match is found, a FAX is sent to a contact at the bank for further action.  The individual at the bank will follow steps 2-4 in the “Processing an OFAC Hit” section of these procedures. 

Periodic All-Account Scan

The Klein Data Center is responsible for performing a periodic scan of the account base of all KFI Banks.  The Data Center has software in place to achieve this. This scan is performed on a regular basis as determined by the Klein Data Center manager.  In addition, this scan is done every time the SDN List is updated.  

The result of the scan will typically result in a number of possible “hits” which will need to be reviewed. KDC will forward the lists created by the scan to a designated bank contact for further review. The individual at the bank will follow steps 2-4 in the “Processing an OFAC Hit” section of these procedures. 

Processing an OFAC “Hit”

1. Discretely notify the Bank Operations Officer or OFAC Compliance officer.  (IT WILL BE THE OFFICER’S RESPONSIBILITY to notify the customer that there is a problem with their transaction.  However, the banker SHOULD NOT speak with the customer until specific information has been obtained from the SDN List and / or OFAC compliance hotline).  Tell your customer that there will be a short delay in processing their transaction.  Perhaps escort them to the waiting area and offer a beverage while they wait.

2. The officer will review the customer information against the SDN List.  In most cases, the SDN List includes aliases, birthdates, passport numbers or address information such as the country of residence or city and state of the entity.  The officer should examine the customer Identification (e.g. Drivers License or state ID Card) and carefully review with the SDN List.

· Hispanic Surnames will tend to be a common “hit” when processing daily transactions.  In most cases, the SDN List contains DOB, Passport numbers, address information, etc, on Hispanic names, which can be reviewed to determine if a true “hit” has occurred. 

3. If the officer is able to determine that the customer is not subject to OFAC sanctions, the transaction may proceed as normal.  The officer will log the customer and transaction information, as well as the search results and the reason for processing the transaction on the OFAC SUSPECT HIT log.  (A copy of this log in included as an appendix to these procedures).

4. In the event that there is a data-match against the SDN List, or the information provided on the SDN list is not sufficient to determine if a match has occurred, the Officer will need to call the OFAC Compliance Hotline at 1-800-540-OFAC (6322).  Be prepared to give very specific information about the transaction.  Follow all instructions given by the OFAC representative which may include blocking, freezing, rejecting or allowing the transaction. The Bank Operations Officer may also choose to contact legal counsel.

5. It will be the Officer’s responsibility to inform a customer that a transaction cannot be performed because of an OFAC “hit”. 

· Inform the customer of the status of their transaction in a private location, or via U.S.Mail, as applicable. (Note: OFAC strongly recommends that this notification take place via US Mail, as some customers may become noticeably agitated by the news that their transaction will not take place or that their funds have been blocked)

· Provide the customer with general information regarding OFAC sanctions.  An OFAC Information Summary has been created for this purpose, and is included as an appendix to these procedures.  This information may be printed and provided to the customer, if the officer chooses.

· Keep the customer calm. Remind the customer that OFAC sanctions are government mandates and not a decision made independently by the bank, if necessary.
Misc. OFAC Transaction Requirements – Handling Blocked Funds

Section 31 CFR, Chapter 5, Part 500.205, of the Code of Federal Regulations states that funds that are blocked must be maintained in the form of a Time Deposit account (Certificate of Deposit).  The CD Term must be the shortest term offered by the bank, and may not exceed 6 months.  In addition, if the bank offers multiple short-term products, the product code that pays the highest interest rate must be chosen.

A new portfolio must be opened for each entity, and a new account must be opened for each attempted transaction.  In addition, appropriate informational addenda’s must be placed on the account and port level, and the appropriate transaction restriction code must be placed on the account to allow ONLY credits to post.  The funds are to be retained until OFAC allows the release. 

OFAC Reporting Requirements…

Immediate Reporting

Within 10 days of blocking or rejecting funds, a report must be filed with the Treasury.  This type of reporting is discussed in part 501.603 & 501.604 of the regulation.  There is no standard reporting form provided by the treasury department, but a standard internal document has been created for this purpose. (This form is included as an appendix to these procedures)  The reporting form will be completed “on-line” and will be printed on Bank Letterhead.

1. Make a photocopy of any relevant documents (Signature card, check presented, photocopy of ID if available, etc.)

2. Complete the Report, which will include the following information:

· Customer Name

· Address of customer, if available

· All Financial Institution data, including a compliance contact name

· The account number of the CD that was established to retain the funds

· The Term and Rate associated with the CD that was established to retain the funds

· The amount of the transaction

3. Complete a section on the report to indicate the name of the Bank Operations Officer and telephone number.  

4. Photocopy all documents, and file in the appropriate location.

5. Fax the report and supporting documents if directed to do so by the OFAC Compliance contact (when the violation was originally identified).  Otherwise, send the report via certified mail (with return receipt) to:

Office of Foreign Assets Control

Compliance Programs Division

US Treasury Department

1500 Pennsylvania Avenue NW – Annex

Washington, DC  20220
Annual Reporting

On an annual basis, any Financial Institution that has been involved in blocking or rejecting funds, must file a report with the Treasury.  Central Operations will process the Annual OFAC Report for all KFI Banks.

Central Operations will contact the Bank Operations Officer prior to the report due date (September 30th) and obtain information on all OFAC blocked transactions that occurred during the previous reporting period.  The Bank information will be compiled with any Wire Transfer information compiled by C.Ops, and the report will be filed accordingly.  Central Operations is responsible for complying with the Annual Reporting Guidelines, and retaining all annual reporting paperwork for the required period of time.
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APPENDIX A: Glossary of common OFAC terms

A—Blocking

Also called “freezing,” this is a form of controlling assets under U.S.

jurisdiction. While title to blocked property remains with the designated

country or national, the exercise of the powers and privileges normally

associated with ownership is prohibited without authorization from

OFAC. Blocking immediately imposes an across-the-board prohibition

against transfers or transactions of any kind with regard to the property.

B—Blocked Account

An account with respect to which payments, transfers, withdrawals or

other dealings may not be made except as licensed by OFAC or otherwise

authorized by the Treasury Department. Debits are prohibited, however,

credits are authorized.

C—General License

A regulatory provision authorizing certain transactions without the filing

of an application with OFAC. Its terms are listed in the appropriate

Regulations. The concept is similar in meaning to that employed by the

U.S. Department of Commerce. Transactions consistent with normal

banking practice are frequently permitted by general license. For

questions about general licenses, contact OFAC at 202/622-2520

D—Specially Designated Nationals and Blocked Persons

Individuals and entities which are owned or controlled by, or acting for or

on behalf of, the Governments of target countries or are associated with

international narcotics trafficking or terrorism. These individuals and

entities are listed on the Treasury Department’s Specially Designated

Nationals and Blocked Persons list so that persons subject to the

jurisdiction of the United States will know that they are prohibited from

dealing with them and that they must block all property within their

possession or control in which these individuals and entities have an

interest.

E—Property

Anything of value. Examples of property include: money, checks, drafts,

debts, obligations, notes, warehouse receipts, bills of sale, evidences of

title, negotiable instruments, trade acceptance, contracts, and anything

else real, personal, or mixed, tangible or intangible, “or interest or

interests therein, present, future, or contingent.” Practically everything

that banks do every day involves “property” within the meaning of the

regulations. Likewise, “property interest” is defined as any interest

whatsoever, direct or indirect.

F—Census

Comprehensive statistical survey of blocked assets conducted from time

to time by OFAC. Response is mandated by law. The information

obtained from the survey is of vital importance to the U.S. Government

for foreign policy planning purposes, to assist Treasury in the

preservation of blocked assets, and to enhance their value for U.S.

claimants, including financial institutions.

APPENDIX B: Blocked Funds - Immediate Reporting Form

Immediate REPORT OF BLOCKED FUNDS

CUSTOMER NAME: (insert customer name here)
CUSTOMER ADDRESS (as appears on our records):

(insert customer's Street Address here)
(insert city / state / zip here)
ACCOUNT NUMBER ESTABLISHED TO RETAIN FUNDS:

(Enter blocked account #)
TERM OF ACCOUNT:       months

RATE OF INTEREST PAID TO ACCOUNT:      %

TOTAL AMOUNT OF FUNDS BEING HELD IN ACCOUNT:

$      
ATTACHED DOCUMENTATION SUPPORTING THIS REPORT:

(Itemize the documents that are being sent with this report, eg. Signature card)
FINANCIAL INSTITUTION CONTACT:

Name:      
Position at Financial Institution:      
Telephone Number:      
Mail report to: 

Office of Foreign Assets Control – Compliance Programs Division   

US Treasury Dept      

1500 Pennsylvania Ave – Annex    

Washington, DC  20220

APPENDIX C: OFAC SUSPECT “HIT” LOG
Date of Suspicious Transaction
Customer Name
Transaction Type (e.g. New Account, Official Check, etc.)
Type of “Hit”

1. Name Only

2. Name & DOB

3. Name and ID #

4. Name & Address

5. Name, DOB, Address

6. Name , ID, Address

7. Other Match (describe)
Action Taken

















































































































































Appendix D: OFAC SANCTION CUSTOMER SUMMARY
INTRODUCTION TO 

THE OFFICE OF FOREIGN ASSETS CONTROL

What is the Office of Foreign Assets Control?

The Office of Foreign Assets Control, commonly referred to as “OFAC”, is part of the US Department of the Treasury that targets the transactions and assets of terrorists, narcotics traffickers, and countries that are believed to pose a threat to the national security and economy of the United States.

OFAC targets the transactions and assets of these threats by administering and enforcing economic and trade sanctions against them. 

Is OFAC something new?  

No.  In fact, President Franklin Roosevelt created the predecessor to OFAC back in 1940.  On a broader scale, the US has been enforcing economic and trade sanctions during the War of 1812. 

My transaction has been blocked or rejected by my financial institution.  What do I do?

If your transaction has been blocked or rejected by your financial institution, they have done so to comply with Sanctions enforced by OFAC.  

If you believe your transaction has been blocked or rejected in error, you may contact the Office of Foreign Assets control and apply for a license from OFAC that will allow you to complete your transaction.  OFAC has a special form that you may fill out to request a license.  This form is available on the World Wide Web at: http://www.ustreas.gov/ofac/legal/forms/license.pdf. 

If you do not have internet access, or need assistance completing the form, you may contact the OFAC licensing division directly at (202) 622-2480.  
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