

Risk Assessment – Training Issues


Risk Description
Completely Implemented
Partially Implemented
Aware,

But Not Implemented
No Awareness
Not Applicable
Risk Rating


Does the bank provide annual training for the employees referencing board approved policies in the following areas:







1
Consumer Financial Privacy? (should include internal procedures, disclosures, sharing practices)







2
Safeguarding Customer Information – Information Security Program? (should include the technological safeguards to protect information)







3
Physical Security? (should include internal security measures, robbery, bomb threats, fire, kidnapping)







4
Disaster Recovery? (should include contingency planning and recovery solutions)







5
Bank Secrecy Act? (especially pertaining to transactions considered to be suspicious in nature) 







6
Office of Foreign Asset Control? (internal procedures)







7
Identity Theft? 







8
Does the bank provide training of personnel to know when and what to report to regulatory and law enforcement agencies presupposes the establishment of relevant policies by management and the board?







9
Does the bank provide technical procedural training to applicable personnel such as the utilization, reading, and knowing how to respond to system log-ins, intrusion detection logs, etc.?









Risk Assessment


Risk Description
Completely Implemented
Partially Implemented
Aware,

But Not Implemented
No Awareness
Not Applicable
Risk Rating

10
Is training to prevent social engineering provided to employees?  Social engineering is the act of receiving privileged information and gaining access to restricted systems by using an emotional connection with the employee?







11
Is corporate training provided to the employees which covers how to avoid falling prey to malicious programs, as well as an understanding of the board approved policies regarding the use of the bank’s information technology? Does the bank train staff to recognize, respond to, and when appropriate, report to regulatory and law enforcement agencies, any unauthorized access attempts on customer information?







12
Is corporate training provided to the employees which covers how to avoid falling prey to malicious programs, as well as an understanding of the board approved policies regarding the use of the bank’s information technology?







