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Scope of Service
1 Does the contract clearly

describe the rights and
responsibilities of the
parties to the contract?

2 Does the contract give
consideration to
timeframes and activities
for implementation and
assignment of
responsibility?
Implementation provisions
should take into
consideration other
existing systems or
interrelated systems to be
developed by different
service providers (e.g., an
Internet banking system
being integrated with
existing core applications
or systems customization),
if applicable?

3 Does the contract give
consideration to services
to be performed by the
service provider including
duties such as software
support and maintenance,
training of employees or
customer service?

4 Does the contract give
consideration to the
obligations of the bank?

5 Does the contract give
consideration to the
contracting parties’ rights
in modifying existing
services performed under
the contract?

6 Does the contract give
consideration to the
guidelines for adding new
or different services and
for contract re-
negotiation?
Performance Standards

7 Does the contract include
performance standards
defining minimum service
level requirements and
remedies for failure to
meet the standards in the
contract?  (e.g., system
uptime, deadlines for
processing, processing
errors)
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Security and
Confidentiality

8 Does the contract address
the service provider’s
responsibility for security
and confidentiality of the
bank’s resources (e.g.,
information, hardware)?

9 Does the contract prohibit
the service provider and
its agents from using or
disclosing the bank’s
information, except as
necessary to or consistent
with providing the
contracted services, to
protect against
unauthorized use (e.g.,
disclosure of information
to bank competitors)?

10 Does the contract request
that if the service provider
receives nonpublic
personal information
regarding the bank’s
customers, the service
provider will assess the
applicability of the
privacy regulations?

11 Does the contract require
the service provider to
fully disclose breaches in
security resulting in
unauthorized intrusions
into the service provider
that may materially affect
the bank or its customers?

12 Does the contract require
the service provider to
report to the bank when
material intrusions occur,
the effect on the bank, and
corrective action to
respond to the intrusion?
Controls

13 Does the contract give
consideration to
provisions addressing
internal controls to be
maintained by the service
provider?

14 Does the contract have a
provision addressing
compliance with
applicable regulatory
requirements?
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15 Does the contract contain
a provision for records to
be maintained by the
service provider?

16 Does the contract provide
for access to the records
by the bank?

17 Does the contract contain
a clause for notification by
the service provider to the
bank and the bank’s
approval rights regarding
material changes to
services, systems,
controls, key project
personnel allocated to the
bank, and new service
locations?

18 Does the contract contain
controls for the setting and
monitoring of parameters
relating to any bank
function, such as payment
processing and any
extension of credit on
behalf of the bank?

19 Does the contract specify
insurance coverage is to
be maintained by the
service provider?
Audit

20 Does the contract state the
types of audit reports the
bank is entitled to receive
(e.g., financial, internal
control and security
reviews)?

21 Does the contract specify
the audit frequency, cost
to the bank, if any, as well
as the rights of the bank
and its agencies to obtain
the results of the audits in
a timely manner?

22 Does the contract specify
any rights to obtain
documentation regarding
the resolution of audit
disclosed deficiencies and
inspect the processing
facilities and operating
practices of the service
provider?
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23 Does the contract contain
a provision for which bank
management may obtain
independent internal
audits completed by the
service provider audit staff
and the need for external
audits and reviews (e.g.,
SAS 70 Type I and II
reviews)?

24 Does the contract provide
terms requiring periodic
audits to be performed by
an independent party with
sufficient expertise in
Internet-related services?
These audits could include
penetration testing,
intrusion detection, and
firewall configuration.
The contract should allow
for sufficiently detailed
reports to be provided to
bank management to
adequate assess security
without compromising the
service provider’s
security.
Reports

25 Do the contractual terms
reflect the frequency and
type of reports the bank
will receive (e.g.,
performance reports,
control audits, financial
statements, security, and
business resumption
testing reports)?
Guidelines and fees for
obtaining customer reports
should also be stated.
Business Resumption
and Contingency Plans

26 Does the contract address
the service provider’s
responsibility for backup
and record protection,
including equipment,
program and data files,
and maintenance of
disaster recovery and
contingency plans?
Responsibilities should
include testing of the plans
and providing results to
the bank.
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27 Does the contract consider
interdependencies among
service providers when
determining business
resumption testing
requirements?

28 Does the contract state
that the service provider
will provide the bank with
operating procedures the
service provider and the
bank are to implement in
the event business
resumption contingency
plans are implemented?

29 Does the contract include
specific provisions for
business recovery
timeframes that meet the
bank’s business
requirements?

30 Has management ensured
that the contract does not
contain any provisions
that would excuse the
service provider from
implementing its
contingency plans?
Sub-contracting and
Multiple Service
Provider Relationships

31 If in the event that the
service provider sub-
contracts with third-
parties, does the contract
provide for accountability,
an agreement, and a
designation for the
primary contracting
service provider?

32 Does the contract provide
a provision specifying that
the contracting service
provider is responsible for
the service provided to the
bank regardless of which
entity is actually
conducting the operations?

33 Does the contract provide
a provision for notification
and approval from bank
management regarding
changes to the service
provider’s significant
subcontractors?



Risk Assessment
Risk Description Completely

Implemented
Partially

Implemented
Aware,
But Not

Implemented

No
Awareness

Not
Applicable

Risk
Rating

Cost
34 Does the contract fully

describe fees and
calculations for base
service, including any
development, conversion,
and recurring services, as
well as any charges based
upon volume of activity
and for special requests?

35 Is the cost and
responsibility for purchase
and maintenance of
hardware and software
identified in the contract?

36 Does the contract state any
conditions under which
the cost structure may be
changed in detail
including limits on any
cost increases?
Ownership and License

37 Does the contract address
ownership and allowable
use by the service provider
of the bank’s data,
equipment/hardware,
system documentation,
system and application
software, and other
intellectual property
rights?  Other intellectual
property rights may
include the bank’s name
and logo; its trademark or
copyrighted material;
domain names; web site
designs; and other work
products developed by the
service provider for the
bank?

38 The contract should not
contain unnecessary
limitations on the return of
items owned by the bank?

39 Has the contract allow for
escrow agreements
pertaining to the purchase
of software by the bank?
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40 Do the escrow agreements
provide for the following:
bank access to source
programs under certain
conditions (e.g.,
insolvency of the vendor),
documentation of
programming and
systems, and verification
of updated source code?
Duration

41 Does the contract consider
the type of technology and
current state of the
industry when identifying
the length of the contract
and its renewal periods?

42 Does the contract specify
the appropriate length of
time required to notify the
service provider of the
bank’s intent not to renew
the contract prior to
expiration?

43 Does the contract specify
penalties for early
termination?
Dispute Resolution

44 Does the contract provide
a provision for a dispute
resolution process that
attempts to resolve
problems in an
expeditious manner as
well as provide for
continuation of services
during the dispute
resolution period?
Indemnification

45 Does the contract have an
indemnification provision
that requires the bank to
hold the service provider
harmless from liability for
the negligence of the
bank, and vice versa?  If
so, this provision should
be reviewed in depth to
reduce the likelihood of
potential situations in
which the bank may be
liable for claims arising as
a result of the negligence
of the service provider.
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Limitation of Liability
46 If the contract has a

limitation of liability
clause limiting the amount
of liability that can be
incurred by the service
provider, does the damage
limitation bear an
adequate relationship to
the amount of loss the
bank might reasonably
experience as a result of
the service provider’s
failure to perform its
obligation?
Termination

47 Does the contract provide
for flexibility of
termination rights?
Contracts for technologies
subject for rapid change,
for example, may benefit
from greater flexibility in
termination rights.

48 Do the termination rights
cover such items as
change in control (e.g.,
acquisitions and mergers),
convenience, substantial
increase in cost, repeated
failure to meet service
levels, failure to provide
critical services,
bankruptcy, company
closure, and insolvency?

49 Do the contract permit the
bank to terminate the
contract in a timely
manner and without
prohibitive expense?  The
contract should specify
termination and
notification requirements
with time frames to allow
the orderly conversion to
another provider.

50 Does the contract provide
for the return of the bank’s
data, as well as other bank
resources, in a timely
manner and in machine
readable format?

51 Does the contract clearly
state any costs associated
with transition assistance?
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Assignment
52 Does the contract contain

provisions that prohibit
assignment of the contract
to a third party without the
bank’s consent, including
changes to subcontractors?

                                                                                                          Overall Rating
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