

Risk Assessment – Oversight of Service Providers


Risk Description
Completely Implemented
Partially Implemented
Aware,

But Not Implemented
No Awareness
Not Applicable
Risk Rating


Monitor Financial Condition and Operations







1
Is internal monitoring established to evaluate the service provider’s financial condition periodically?







2
Does bank management ensure that the service provider’s financial obligations to subcontractors are being met in a timely manner?







3
Are audit reports (e.g., SAS 70 reviews, security reviews) as well as regulatory examination reports periodically reviewed, if available, and an evaluation of the adequacy of the service provider’s systems and controls including resource availability, security, integrity, and confidentiality?







4
Is there a system established to follow-up on any deficiencies noted in the audits and reviews of the service providers?







5
Are periodic reviews conducted on the service provider’s policies relating to internal controls, security, systems development and maintenance, and back up and contingency planning to ensure they meet the bank’s minimum guidelines, contract requirements, and are consistent with the current market and technological environment?







6
Does the bank review the access control reports for suspicious activity?







7
Does the bank monitor changes in key service provider project personnel allocated to the bank?
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8
Does the bank review and monitor the service provider’s insurance policies for effective coverage?







9
Does the bank perform on-site inspections in conjunction with some of the other reviews  that are performed, where practicable and necessary? 







10
Does the bank sponsor coordinated audits and reviews with other client institutions?








Assess Quality of Service and Support







11
Does management regularly review reports documenting the service provider’s performance?  Does management determine if the reports are accurate and allow for a meaningful assessment of the service provider’s performance?







12
Does management document and follow up on any problem in service in a timely manner?  Are the service provider plans to enhance serve levels periodically accessed?







13
Does management review system update procedures to ensure appropriate change controls are in effect, and ensure authorization is established for significant system changes?







14
Does management periodically evaluate the provider’s ability to support and enhance the bank’s strategic direction including anticipated business development goals and objectives, service delivery requirements, and technology initiatives?
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15
Does management ensure adequate training is provided to bank employees?







16
Does the bank have an internal procedure to review customer complaints on the products and service provided by the service provider?







17
Does management periodically meet with contract parties to discuss performance and operational issues?







18
Does the bank participate in user groups and other forums?








Monitor Contract Compliance and Revision Needs







19
Are invoices reviewed to assure proper charges for services rendered, the appropriateness of rate changes and new service charges?







20
Is a periodic review conducted on the service provider’s performance relative to service level agreements, determining whether other contractual terms and conditions are being met, and whether any revisions to service level expectations or other terms are needed given changes in the bank’s needs and technological developments?







21
Are documents and records maintained regarding contract compliance, revision and dispute resolutions?
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Maintain Business Resumption Contingency Plans







22
Is a periodic review of the service provider’s business resumption contingency plans conducted to ensure that any services considered mission critical for the bank can be restored within an acceptable timeframe?







23
Is a periodic review conducted on the service provider’s program for contingency plan testing?  For critical services, annual or more frequent tests of the contingency plan should be considered.







24
Does management ensure service provider interdependencies are considered for mission critical services and applications?







                                                                                                          Overall Rating


