Reputation Risk

Reputation risk is the current and prospective impact on earnings and capital arising from negative public opinion.  This affects the institution’s ability to establish new relationships or services or continue servicing existing relationships.  This risk may expose the institution to litigation, financial loss, or a decline in its customer base.  Reputation risk exposure is present throughout the organization and includes the responsibility to exercise an abundance of caution in dealing with its customers and the community.

Aggregate Level of Reputation Risk Indicators

The following indicators should be used when assessing the aggregate level of reputation.

Low

Management anticipates and responds well to changes of a market or regulatory nature that impact its reputation in the marketplace.

Management fosters a sound culture that is well supported throughout the organization and has proven very effective over time.

The Bank effectively self-policies risks.

Internal control and audit are fully effective

Franchise value is only minimally exposed by reputation risk.  Exposure from reputation risk is expected to remain low in the foreseeable future.

Losses from fiduciary activities are low relative to the number of accounts, the volume of assets under Management, and the number of affected transactions.  The Bank does not regularly experience litigation or customer complaints.

Management has a clear awareness of privacy issues and uses customer information responsibly.

Moderate 

Management adequately responds to  changes of a market or regulatory nature that impact the institution’s reputation in the marketplace.

Administration procedures and processes are satisfactory.  Management has a good record of correcting problems.  Any deficiencies in management information systems are minor.

The Bank adequately self-policies risks.

Internal control and audit are generally effective.

The exposure of franchise value from reputation risk is controlled.  Exposure is not expected to increase in the foreseeable future.

The Bank has avoided conflicts of interest and other legal or control breaches.  The level of litigation, losses, and customer complaints are manageable and commensurate with the volume of business conducted.

Management understands privacy issues and generally uses customer information responsibly.

High

Management does not anticipate or take timely or appropriate actions in response to changes of a market or regulatory nature.

Weaknesses may be observed in one or more critical operational, administrative, or investment activities.  Management information at various levels exhibits significant weaknesses.

The institution’s performance in self-policing risk is insufficient.

Internal control or audit are not effective in reducing exposure.  Management has either not initiated, or has a poor record of, corrective action to address problems.

Franchise value is substantially exposed by reputation risk shown in significant litigation, large dollar losses, or a high volume of customer complaints.  The potential exposure is increased by the number of accounts, the volume of assets under Management, or the number of affected transactions.  Exposure is expected to continue in the foreseeable future.

Poor administration, conflicts of interest, and other legal or control breaches may be evident.

Management is not aware and/or concerned with privacy issues and may use customer information irresponsibly.

