Transaction Risk

Transaction risk is the current and prospective risk to earnings and capital arising from fraud, error, and the inability to deliver products or services, maintain a competitive position, and manage information.  Risk is inherent in efforts to gain strategic advantage and in the failure to keep pace with changes in the financial services marketplace.  Transaction risk is evident in each product and service offered.  Transaction risk encompasses product development and deliver, transaction processing, systems development, computing systems, complexity of products and services, and the internal control environment.

Quantity of Transaction Risk Indicators

The following indicators should be used when assessing the quantity of transaction risk.

Low

Exposure to risk from fraud, errors, or processing disruptions is minimal given the volume of transactions, complexity of products and services, and state of systems development.  Risk to earnings and capital is insignificant.

Risks, including transaction processing failures, from planned conversions, merger integration, or new products and services are minimal.

Moderate

Exposure to risk from fraud, errors, or processing disruptions is modest given the volume of transactions, complexity of products and services, and state of systems development.  Deficiencies that have potential impact on earnings or capital can be addressed in the normal course of business.

Risks, including transaction processing failures, from planned conversions, merger integration, or new products and services are manageable.

High

Exposure to risk from fraud, errors, or processing disruptions is significant given the volume of transactions, complexity of products and services, and state of systems development.  Deficiencies exist which represent significant risk to earnings and capital.

Risks, including transaction processing failures, from planned conversions, merger integration, or new products and services are substantial.

Quality of Transaction Risk Indicators

The following indicators should be used when assessing the quality of transaction risk management.

Strong

Management anticipates and responds effectively to risks associated with operational changes, systems development, and emerging technologies.

Management has implemented sound operating processes, information systems, internal control, and audit coverage.

Management identifies weaknesses in transaction processing and takes timely and appropriate action.

Management information provides appropriate monitoring of transaction volumes, error, reporting fraud, suspicious activity, security violations, etc.  MIS is accurate, timely, complete and reliable.

Management comprehensively provides for continuity and reliability of services, including services furnished by outside providers.

Appropriate processes and controls exist to manage and protect data.

Risks from new products and services, planned strategic initiatives, or acquisitions are well controlled and understood.

Management fully understands technology risks with available expertise to evaluate technology-related issues.

Satisfactory

Management adequately responds to risks associated with operational changes, systems development, and emerging technologies.

Operating processes, information systems internal control, and audit coverage are satisfactory although deficiencies exist.

Management recognizes weakness in transaction processing and generally takes appropriate action.

Management information systems for transaction processing are adequate, although moderate weaknesses may exist.

Management adequately provides for continuity and reliability of significant services furnished by outside providers.

Processes and controls to manage and protect data may have modest deficiencies.

Management has implemented controls that mitigate risks from new products and service, planned strategic initiatives, or acquisitions.

Management reasonably understands technology risks and has expertise available to evaluate technology-related issues.

Weak

Management does not take timely and appropriate actions to respond to operational changes, systems development, or emerging technologies.

Significant weaknesses exist in operating processes, information systems internal control, or audit coverage related to transaction processing.

Management does not recognize weaknesses in transaction processing or make the necessary corrections.

Management information systems for transaction processing exhibit significant weaknesses or may not exist.

Management has not provided for continuity and reliability of services furnished by outside providers.

Processes and controls to manage and protect data are seriously deficient or nonexistent.

Inadequate planning or due diligence expose the Bank to significant risk from activities such as the introduction of new products and services, strategic initiatives, or acquisitions.

Management does not understand, or has chosen to ignore, key aspects of transaction risk.

